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ABSTRACT

Microservice architecture has emerged as a leading paradigm for decomposing large monolithic applications
into smaller, autonomous services. Although this approach offers many advantages, its complexity,
distributed nature, and substantial scale create significant challenges for monitoring and anomaly detection.
The vast volume of generated data further exacerbates computational load and detection latency, compli-
cating the identification of anomalies. This study analyses the impact of data balancing and hyperparameter
tuning on anomaly classification in microservices and introduces ADMXGB - Anomaly Detection in
Microservices using XGBoost, a XGBoost-based framework tailored for anomaly detection in microservices
that seamlessly integrates data balancing with hyperparameter tuning. We propose guidelines to determine
appropriate threshold values that balance sensitivity with false positives, and show that the framework
is model-agnostic, enabling integration with different machine learning algorithms beyond XGBoost.
Validation was performed using a four-stage process encompassing preprocessing, training, validation,
and testing. ADMXGB demonstrated improvements in both Accuracy and F1-Score, reaching 99.96% in
both metrics on the TraceRCA dataset, outperforming the baseline XGBoost method by a margin of 1.46%
in Accuracy and 45.62% in F1-Score. Moreover, ADMXGB achieves reductions in execution time (-86.3%)
and memory usage (-21.7%), while maintaining an acceptable CPU overhead. These findings highlight the
robustness of ADMXGB in delivering high-accuracy classification in a microservice environment.

INDEX TERMS Anomaly Detection, Data Balancing, Oversampling, Undersampling, Hybridsampling,
Microservices, Hyperparameter Optimization

. INTRODUCTION of Microservices Architecture (MSA) [1]. MSAs focus on
HE rapid adoption of cloud services, particularly Infras- developing modular services with clearly defined interfaces,
tructure as a Service (IaaS) and Platform as a Service allowing independent development, deployment, and scal-

(PaaS), has been strongly influenced by the emergence ing [2]-[4]. This design contrasts with monolithic architec-
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tures and is widely supported by containerization platforms
such as Docker and Kubernetes, which simplify orchestration
and promote consistency across environments [5].

Microservice-based systems provide clear advantages in
scalability and modularity, yet they present unique chal-
lenges for anomaly detection. Their distributed nature, high
dimensionality, and interdependencies make faults difficult
to localize and detect. Conventional rule-based monitoring
often fails under such dynamic conditions [1].

To address these challenges, machine learning (ML) tech-
niques have gained traction. However, anomaly detection
in this context faces two persistent problems: the extreme
class imbalance in telemetry data, where anomalies are rare,
and the sensitivity of ML models to hyperparameter con-
figurations. While data balancing strategies (e.g., oversam-
pling, undersampling, hybridsampling) can mitigate bias [6],
and hyperparameter optimization can enhance model perfor-
mance, these techniques are often applied in isolation, and
their computational cost is frequently overlooked.

This study addresses that gap by proposing a framework
that jointly explores the impact of data balancing and hy-
perparameter tuning on anomaly detection in microservices,
while also analyzing the execution footprint of these tech-
niques.

This paper makes the following original contributions:

e We propose ADMXGB, an anomaly detection frame-
work for microservices that aims to improve the de-
tection accuracy and to reduce computational cost. The
proposed framework introduces a configurable latency
threshold to improve computational efficiency during
preprocessing;

e We conduct an extensive evaluation on the TraceRCA
dataset, where ADMXGB outperforms existing models
in multiple evaluation metrics, including classification
accuracy and computational efficiency;

e We implement a comprehensive training pipeline com-
bining data balancing strategies (oversampling, under-
sampling, hybridsampling) with systematic hyperpa-
rameter optimization through Grid Search, Random
Search, and Bayesian optimization (HyperOpt), vali-
dated via 10-fold cross-validation;

e We identify possible guidelines to determine appro-
priate threshold values (e.g., u + 20 to p + 30) that
balance sensitivity with false positives, and show that
the framework is model-agnostic, enabling integration
with different machine learning algorithms beyond XG-
Boost.

The paper is organized as follows: Section II reviews
relevant literature; Section III presents the methodology and
ADMXGB framework; Section IV describes the dataset,
experiments, and evaluation; and Section V concludes with
future research directions.

Il. RELATED WORK

Microservices architecture has become foundational in mod-
ern cloud-native systems due to its scalability and mod-
ularity. However, its distributed and asynchronous nature
introduces significant challenges for anomaly detection, par-
ticularly when faults propagate across service dependencies.
Traditional approaches based on rule-based heuristics and
static thresholds are no longer sufficient, prompting the
exploration of machine learning (ML) and deep learning
(DL) techniques.

Recent research has increasingly adopted automated meth-
ods for anomaly detection, including graph neural net-
works [7], federated learning [8], and sequence-aware ar-
chitectures [9]. However, two technical challenges remain
under-addressed: (i) the severe class imbalance in anomaly
data, and (ii) the dependence on optimal hyperparameter
settings for complex models.

Data balancing is critical to improving model sensitiv-
ity in rare-event classification tasks. Techniques such as
SMOTE [10], hybridsampling [11], and Denoise Selection
Sampling [12] have been proposed to correct skewed distri-
butions. These techniques aim to prevent overfitting to the
majority class and increase recall for minority (anomalous)
instances.

Hyperparameter optimisation also plays a central role in
improving classification performance and model generalisa-
tion. Automated approaches like Bayesian optimisation [13],
GridSearchCV [14], and end-to-end tuning frameworks [15]
have outperformed manual tuning, particularly in high-
dimensional feature spaces.

While several studies address either data balancing or
hyperparameter tuning in isolation, relatively few works
combine both strategies in the context of microservice
anomaly detection. Notable exceptions include [9], [11],
[16], which report improved Fl-scores through joint opti-
misation. However, most of these efforts are either focused
on IoT networks or lack reproducible datasets.

The TraceRCA [39] dataset has also become foundational
for benchmarking root cause analysis (RCA) in microser-
vices. Recent works have leveraged this dataset to evaluate
graph-based and interpretable learning approaches. For in-
stance, Sleuth [24] employs graph neural networks (GNNs)
to generalize RCA across systems, while GRACE [26] uses a
GCN-based architecture for interpretable predictions. Bench-
mark frameworks like RCAEval [25] position TraceRCA
among key datasets for evaluating RCA systems. In addition,
approaches such as TraceStream [40] and TICAD [23]
improve RCA using feedback-driven clustering and contex-
tual invocation patterns. Zhang et al. [36] combine multi-
dimensional trace inputs with performance localization, and
anomaly detection techniques using PyOD [21] further show-
case the utility of the dataset in unsupervised learning.

While recent research has advanced anomaly detection
in microservices, most contributions focus on either class
balancing or hyperparameter tuning in isolation. Only a

VOLUME ,



<Society logo(s) and publication title will appear here.>

TABLE 1. Summary of Related Work in Microservice Anomaly Detection using Data Balancing or Hyperparameter Optimisation

Work Year Dataset DB? HT® P°c R4 A° F1! Brief Description
Vigoya et al. [17] 2021 10T-23 [18] v v 85 88 87 86 Evaluates multiple machine learning algorithms (MLP, SVM, Ran-
dom Forest) with data balancing and hyperparameter tuning.
Benalddi et al. [19] 2022 UNSW- v v - - - —  Addresses class imbalance through data augmentation and employs
NBI15 [20] hyperparameter tuning for model optimisation.
Landim et al. [21] 2022 TraceRCA - - - 93 - 89 Uses PyOD for unsupervised anomaly detection on real-world mi-
croservice traces.
Bugshan et al. [22] 2023  Not publicly - v 88 90 89 89 Automates hyperparameter tuning and ensemble voting.
available
Du et al. [23] 2023 TraceRCA - - - - - —  Detects contextual anomalies using trace invocation patterns.
Gan et al. [24] 2023 TraceRCA - - - - - —  Introduces GNN-based Sleuth model, generalizable without retrain-
ing across microservices.
Nobre [14] 2023  Not publicly v v 89 92 91 91 Employs data balancing techniques and hyperparameter tuning via
available GridSearchCV.
Pham et al. [25] 2023 TraceRCA - — - - - —  Benchmarks RCA methods and integrates TraceRCA into RCAEval
framework.
Ren et al. [26] 2023 TraceRCA - - 9% 95 - 95  Uses interpretable GCN model to locate microservice root causes in
trace data.
Vigoya et al. [16] 2023  CIDAD [16] v v 85 88 87 86 Introduces the CIDAD dataset for CoAP-based IoT anomaly detec-
tion with data balancing and hyperparameter tuning.
Xiong et al. [12] 2023 BGL and HDFS v - - - - —  Utilises Denoise Selection Sampling (DSS) to oversample minority
logs [27], [28] classes.
Zhou et al. [29] 2023  Not publicly - v - - - —  Combines optimization with real-time detection layers.
available
Ge et al. [9] 2024  Not publicly v v 91 92 92 91 SRdetector model predicts sequences and flags deviations.
available
Haq [10] 2024 NSL-KDD [30] V v - - - — Applies SMOTE to handle imbalance before training classifiers.
Li et al. [11] 2024 ToN_IoT [31] v v 8 91 90 90 Integrates undersampling and oversampling with parallel CNNs.
Mante et al. [32] 2024 IoT-Botnet [33] - v - - 99 - Hyperparameter tuning and feature selection techniques are em-
ployed to enhance performance.
Steidl et al. [34] 2024 DeathStarBench - v - - - 88 Optimizes alert thresholds for runtime anomalies.
[35]
Zhang et al. [36] 2024 TraceRCA - - - - - —  Uses multi-dimensional trace analysis with GNNs for root cause
localization.
Fusco et al. [37] 2025  Not publicly v - - - - —  Addresses class imbalance using limited and imbalanced datasets.
available
Mathews et al. [15] 2025  CICIDS2017 - v - - 91 90 Automates entire ML lifecycle from tuning to deployment.
[38]
Raeiszadeh et 2025  Not publicly v v 80 93 91 91 Trains async GNN models across distributed clients.
al. [8] available
Wang et al. [7] 2025  Not publicly v v - - — 92 Combines vectorized event paths with hybrid GNN detection.

available

aDB - Data Balancing, PHT — Hyperparameter Tuning, °P - Precision (%),

limited set of works attempt to integrate both, and even fewer
evaluate the computational trade-offs of these strategies.
These gaps motivate ADMXGB, which uniquely combines
latency thresholding, balancing, and systematic tuning in a
unified framework validated on TraceRCA.

Table 1 summarises recent contributions that incorporate
either or both of these strategies, highlighting their datasets,
performance metrics, and methodological focus.
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dR - Recall (%), €A - Accuracy (%), fF1 - F1-Score (%).

lll. PROPOSED METHODOLOGY

ADMXGB is an anomaly detection framework based on the
XGBoost algorithm [41], designed to improve classification
performance and resource efficiency in microservice envi-
ronments. It combines three main components: (i) latency-
based data filtering, (ii) class balancing, and (iii) hyperpa-
rameter optimization, all integrated in a structured four-phase
pipeline shown in Fig. 1.
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FIGURE 1. Overview of the ADMXGB four-phase pipeline. Each phase highlights the main steps involved in anomaly detection, from data preprocessing
and training with hyperparameter tuning to model validation and final evaluation on test data

A. Framework Overview

The ADMXGB pipeline (Algorithm 1) comprises four
phases: preprocessing, training and tuning, validation and
test.

In the preprocessing phase, the dataset is filtered using a
latency threshold 7, removing low-latency traces to reduce
noise and overhead. Standard exploratory data analysis, fea-
ture scaling, and categorical encoding are applied. To clarify
the filtering step, consider a dataset with latency values [2, 3,
8, 15, 100]. Applying a threshold 7 = 10 removes all traces
with latency below 10 ms, resulting in the subset composed
of [15, 100]. These filtered traces are then processed for
balancing and later partitioned into training, validation, and
test subsets. This simple example demonstrates how 7 acts
as a noise filter by discarding low-latency values that are
unlikely to represent anomalous behavior.

An anomaly is defined as a significant latency deviation
relative to the system baseline behaviour. During preprocess-
ing, anomalies are identified based on latency spikes that
align with known fault injection events in the TraceRCA
dataset. Latency serves as the primary metric for labelling,
providing the ground truth used for supervised training and
evaluation. This approach ensures consistency in anomaly
identification and reflects real-world scenarios in which
increased latency typically indicates service degradation
or failure. To mitigate class imbalance, three resampling
strategies are explored: oversampling (e.g., SMOTE [42]),
undersampling, and hybridsampling, which combines both.
Data balancing must be applied carefully, particularly in
the context of highly imbalanced data. Oversampling may
introduce noise or lead to overfitting, while undersampling
can discard important information [43], [44]. Therefore, the
choice of balancing strategy must be aligned with the dataset
characteristics and the tolerance to noise of the model.

During training, models are optimized using 10-fold cross-
validation on the training set. Hyperparameter tuning is

Algorithm 1 ADMXGB — Anomaly Detection in Microser-
vices using XGBoost
Require: Dataset D, latency threshold 7, hyperparameter
space H
Ensure: Optimized model M*
Phase 1: Data Preprocessing
1: Filter traces in D with latency < 7 > Remove all
traces whose observed latency is strictly lower than 7
2: Perform data cleaning and exploratory analysis
3: Apply feature scaling and encode categorical variables
4: Apply data balancing (SMOTE, undersampling, or hy-
bridsampling)
Phase 2: Model Training

5: for each hyperparameter setting h € H do

6: Split D into training set Dy, and validation set D,y

7: Train model Mj, on Diyin

8: Evaluate M}, on Dy, using F1-Score

9: end for

10: Select optimal hyperparameters h* with highest F1-
Score

Phase 3: Model Validation

11: Retrain model M™ using Dypin U Dy, and h*
Phase 4: Model Testing

12: Evaluate M™ on Dy using Accuracy, Precision, Recall,
F1-Score, and AUC

13: return M*

performed using one of three strategies: Grid Search (which
exhaustively evaluates all possible combinations within a
predefined grid), Random Search (which randomly samples
hyperparameter values), or Bayesian Optimization (Hyper-
Opt [45], which uses a probabilistic model to guide the
search). The best hyperparameter configuration is selected
based on the highest average F1-Score.
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In the validation phase, the best configuration is used to
retrain the model on the full training and validation set.

The final phase evaluates the performance of each model
on a hold-out test set using the classification and computa-
tional metrics described in the Section B.

XGBoost was selected as the core algorithm of ADMXGB
because it is an ensemble-based method that combines
multiple weak learners into a robust predictive model. This
ensemble strategy allows XGBoost to achieve high accuracy
while maintaining efficiency through optimized memory
management and parallel execution. Unlike traditional tree-
based models, XGBoost integrates regularization to reduce
overfitting and supports handling of sparse input, making
it suitable for large-scale telemetry data from microservice
environments. Its balance of scalability, interpretability, and
computational efficiency makes it a more complete solution
compared to alternatives such as Random Forest, LightGBM,
or deep Autoencoder models.

B. Evaluation Protocol

To ensure fair comparison across models, we apply a uniform
evaluation protocol based on 10-fold cross-validation and test
set isolation. Unlike standard K-fold workflows, our method
separates the test partition from all training and tuning
processes. Algorithm 2 outlines a four-stage procedure for
model selection and evaluation, combining 10-fold cross-
validation with an explicit train/validation/test split.

Algorithm 2 Model Selection and Evaluation using 10-Fold
Cross-Validation
Require: Dataset D, hyperparameter space H, number of
folds K = 10
Ensure: Final model M* and test performance P
Step 1: Data Splitting
1: Split D into:
Digin (70%), Dyar (20%), Diest (10%)
Step 2: Hyperparameter Tuning on Diain

2: for each h € ‘H do

3: Initialize performance list L < [ ]

4: Partition Dy,.;p, into K = 10 folds: Fy, Fb, ..., Fig.
5 for i =1 to 10 do

6: T < Dyain \ F;,, V « F;

7: Train model M}, ; on T’

8: Evaluate Mj, ; on V to obtain py, ;

9: Append py,; to L

10: end for

11 Compute mean performance py, < mean(L)
12: end for

13: Select h* = arg maxy, pp,

Step 3: Final Model Training
14: Retrain M* on Dy,in U Dy, using h*
Step 4: Final Evaluation
15: Evaluate M™ on D to obtain P
16: return M* and Py

VOLUME

First, the dataset D is partitioned into training (Diyin),
validation (Dy,), and test (D) sets. The test set is held
out entirely for final evaluation. Note that D is initialized
during the first data split and is never subject to threshold
filtering or balancing, ensuring unbiased evaluation of the
final model. Algorithm 2 does not operate directly on the
raw dataset D. Instead, it receives as input the prepro-
cessed dataset D', which results from Algorithm 1 (AD-
MXGB) after applying latency thresholding, data cleaning,
feature scaling, and balancing. Next, hyperparameter tuning
is performed on Dy, using 10-fold cross-validation. Each
configuration h € H is evaluated across folds, and the
average performance pj, is computed. The best configuration
h* is selected. Then, the final model M* is trained using
Dyain U Dy and h*. Finally, M* is evaluated on Dy,
yielding the test performance P.y. This approach ensures
reliable model selection while preventing data leakage.

This pipeline is applied to ADMXGB and all baseline
models. These include classical algorithms (e.g., Decision
Trees, Naive Bayes, KNN), as well as advanced ensem-
ble learners (e.g., Random Forest, LightGBM, XGBoost)
and deep models (Autoencoders). The objective function in
hyperparameter tuning maximizes the average Fl-score to
handle the skewed class distribution. Default hyperparameter
configurations and the ranges used in tuning are detailed in
Tables 2 and 3.

The performance of the different models was evaluated us-
ing a range of metrics, including Accuracy, Precision, Recall,
F1-Score, and AUC [54], as well as execution time, RAM us-
age, and CPU utilization. The results obtained under various
data balancing and hyperparameter optimization conditions
are comprehensively summarized in Tables 4-6, enabling a
direct comparison across methods, evaluation metrics, and
computational resource consumption. This comprehensive
evaluation tests the generalization capability of each model,
reducing the risk of overfitting while enhancing predictive
accuracy and reliability. This layered design, which com-
bines data filtering, balancing, nested validation, and final
isolation of test sets, supports reproducibility and highlights
the novel structure of the ADMXGB training pipeline.

IV. RESULTS AND DISCUSSION

A. Dataset

The dataset made available by the authors of TraceRCA [39],
a practical root-cause localisation method introduced in
2021, was used. Since TraceRCA does not provide explicit
anomaly labels, we annotated anomalies by aligning fault
injection logs with trace timestamps. Latency spikes were
identified using a statistical criterion: traces with latency
exceeding the mean p plus three standard deviations (p1+30)
of the baseline distribution were labeled as anomalous. This
30 rule has been widely used in anomaly detection to
distinguish abnormal values from natural fluctuations [56],
[57].
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TABLE 2. Default hyperparameters for Anomaly Detection Methods

Method

Default hyperparameters

Autoencoder [46]

activation="relu’, optimizer="adam’, loss="mean_squared_error’, epochs=100, batch_size=32

Decision Tree [47]

criterion="gini’, splitter="best’, max_depth=None, min_samples_split=2, min_samples_leaf=1, max_features=None

Gaussian Naive Bayes [48]

priors=None, var_smoothing=1e-9

Isolation Forest [49]

n_estimators=100, max_samples="auto’, contamination="auto’, max_features=1.0

K-Nearest Neighbors [50]

n_neighbors=5, algorithm="auto’, metric="minkowski’, p=2

LightGBM [51]

num_leaves=31, learning_rate=0.1, n_estimators=100, min_child_samples=20, subsample=1.0

Random Forest [52]

n_estimators=100, criterion="gini’, max_depth=None, min_samples_split=2, min_samples_leaf=1, max_features="auto’

Robust Covariance [53]

support_fraction=None, covariance_threshold=None

XGBoost [41]

n_estimators=100, learning_rate=0.1, max_depth=6, colsample_bytree=1.0, subsample=1.0, gamma=0, reg_alpha=0,
reg_lambda=1

ADMXGB

n_estimators=100, learning_rate=0.1, max_depth=6, colsample_bytree=1.0, subsample=1.0, gamma=0, reg_alpha=0,
reg_lambda=1, threshold=10

TABLE 3. Values used for Random and Grid Search methods

Method

Values

Autoencoder [46]

encoding_dim: [8, 16, 32, 64], epochs: [30, 50, 70], batch_size: [16, 32, 64]

Decision Tree [47]

criterion: [’gini’, ’entropy’], max_depth: [3, 5, 10, 15], min_samples_split: [2, 5, 10]

Gaussian Naive Bayes [48]

var_smoothing: [1e-9, 1e-8, le-7, le-6, le-5]

Isolation Forest [49]

n_estimators: [50, 300, 10], max_samples: [0.1, 1.0], contamination: [0.01, 0.5], max_features: [0.1, 1.0]

K-Nearest Neighbors [50]

n_neighbors: [3, 5, 7, 9], weights: ["uniform’, ’distance’], p: [1, 2]

LightGBM [51]

n_estimators: range(50, 301, 50), learning_rate: [0.01, 0.05, 0.1, 0.2, 0.3], num_leaves: [20, 50, 100, 150], max_depth:
[3, 5, 10, 15]

Random Forest [52]

n_estimators: [50, 300, 10], max_depth: [3, 15, 1], max_features: [0.1, 1.0], min_samples_split: [2, 10, 1]

Robust Covariance [53]

contamination: [0.01, 0.5], support_fraction: [0.1, 1.0]

XGBoost [41]

n_estimators: [50, 100, 150, 200, 250, 300], max_depth: [3, 5, 7, 10, 15], learning_rate: [0.01, 0.05, 0.1, 0.2, 0.3],
subsample: [0.6, 0.7, 0.8, 0.9, 1.0], colsample_bytree: [0.6, 0.7, 0.8, 0.9, 1.0]

ADMXGB

n_estimators: [50, 100, 150, 200, 250, 300], max_depth: [3, 5, 7, 10, 12, 15], learning_rate: [0.01, 0.05, 0.1, 0.2, 0.3],
subsample: [0.6, 0.7, 0.8, 0.9, 1.0], colsample_bytree: [0.6, 0.7, 0.8, 0.9, 1.0]

Most existing studies based on the TraceRCA dataset
primarily utilize metrics tailored for RCA, so to provide a
fair and transparent comparison, we benchmark ADMXGB
against nine widely adopted anomaly-detection baselines that
are dataset-agnostic and have public implementations.

While we acknowledge the importance of multi-dataset
validation, the TraceRCA dataset was selected due to its real-
world characteristics, comprehensive labelling, and hetero-
geneous trace patterns. Additionally, its substantial size (5.5
GB) and volume (over 85 million entries) offer a realistic
and challenging benchmark for anomaly detection methods.
Its widespread adoption in recent anomaly detection studies
further reinforces its suitability as a benchmark for evaluating
microservices-based methods.

To better understand the characteristics of the dataset,
several preliminary checks were conducted. No missing
values were identified, thus eliminating the need for im-
putation. However, an anomaly was detected: 37 records
contained negative latency values, which required careful
handling to preserve data integrity. Feature selection was
applied, retaining the following attributes: latency, source,
target, and succ. To ensure compatibility with algorithms

that require numerical inputs (e.g., XGBoost, LightGBM,
and ADMXGB), the categorical attributes source, target, and
succ were mapped as integer values. Additionally, the class
distribution was analysed to assess potential imbalance (see
Table 4).

The latency distribution in TraceRCA exhibits a pro-
nounced right skew typical of microservice workloads. The
mean latency is 9.758 ms with a standard deviation of
161.587ms, the median is 1ms, and the 95th percentile
is 34ms. Consequently, more than 95% of traces fall be-
low 34 ms, which we consider the normal operating range.
Adopting a statistical criterion, we set the anomaly threshold
at 4 + 30 =~ 494.520ms. Although this criterion does
not assume normality, it effectively captures rare latency
spikes. In the full dataset (N = 85,561,389), this rule flags
approximately 0.05% of traces as anomalous, underscoring
the rarity of extreme delays.

This evaluation helped determine whether techniques such
as resampling or class weighting would be necessary to
mitigate skewed class distributions.
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TABLE 4. Performance Comparison (Mean Train Accuracy, Test Accuracy, and F1-Score) of Imbalanced vs. Balanced Sampling Methods. The base
performance for each model is reported on imbalanced data (IB), with the values in square brackets indicating the difference when applying balanced-
oversampling (BDO), balanced-undersampling (BDU), and balanced-hybridsampling (BDH) (full version available in [55]).

Method

Mean Train Accuracy
IB [ BDO, BDU, BDH]

Test Accuracy
IB [ BDO, BDU, BDH]

F1-Score
1B [ BDO, BDU, BDH]

Without hyper-parameter Tuning (WHT)

Autoencoder

Decision Trees
Gaussian Naive Bayes
Isolation Forest

KNN

LightGBM

Random Forest
Robust Covariance
XGBoost

ADMXGB

94.12 [ +0.68, +1.28, +1.73 ]
99.10 [ -6.60, -7.10, -7.70 ]
98.45 [ -8.25, -8.95, -7.95 ]
95.60 [ -4.10, -5.40, -3.60 ]
99.88 [ -0.88, -8.88, -0.68 |
99.20 [ -1.40, -8.15, -1.10 ]
98.30 [ -0.30, -1.20, -0.30 ]
90.52 [ -0.42, -0.12, +1.08 ]
98.50 [ -3.10, -7.16, -3.50 ]
99.96 [ -0.16, -0.30, -0.35 ]

95.15 [ +1.05, +0.27, +0.63 ]
99.95 [ -9.66, -10.09, -9.35 ]
99.82 [ -10.02, -11.07, -9.97 ]
94.55 [ -3.65, -4.85, -2.75 ]
99.95 [ -0.19, -9.21, -0.32 ]
99.94 [ -4.59, -8.94, -2.04 ]
99.10 [ -1.60, -2.75, -1.70 ]
90.10 [ -0.90, -0.30, +0.60 ]
9991 [ -491, -9.14, -5.31 ]
99.67 [ +0.13, -0.05, +0.06 ]

1.15 [ +0.30, -0.75, -0.69 ]
6.56 [ -5.57, -5.57, -5.55 ]
26.30 [ -23.72, -25.41, -25.31 ]
13.48 [ -9.40, -12.48, -12.49 ]
99.94 [ -87.50, -98.95, -90.93 ]
15.86 [ -14.31, -14.78, -14.37 ]
31.10 [ +7.32, -1.72, +3.97 ]
6.44 [ -5.65, -5.57, -5.41 ]
52.10 [ -50.32, -51.05, -51.09 ]
31.02 [ +11.38, -1.73, +6.51 ]

TABLE 5. Performance Comparison (Precision, Recall and AUC) of Imbalanced vs. Balanced Sampling Methods. The base performance for each model

is reported on imbalanced data (IB), with the values in square brackets indicating the difference when applying balanced-oversampling (BDO), balanced-
undersampling (BDU), and balanced-hybridsampling (BDH) (full version available in [55]).

Method

Precision
IB [ BDO, BDU, BDH]

Recall
IB [ BDO, BDU, BDH]

AUC
IB [ BDO, BDU, BDH]

Without hyper-parameter Tuning (WHT)

Autoencoder

Decision Trees
Gaussian Naive Bayes
Isolation Forest

KNN

LightGBM

Random Forest
Robust Covariance
XGBoost

ADMXGB

0.58 [ +0.17, -0.38, -0.35 ]
31.64 [ -31.14, -31.14, -31.13 ]
25.53 [ -24.18, -25.08, -25.03 ]
12.22 [ -10.02, -11.71, -11.72 ]
99.90 [ -92.19, -99.40, -94.72 ]
31.02 [ -30.24, -30.48, -30.27 ]

40.00 [ -6.48, -7.78, -1.20 ]

4.10 [ -3.70, -3.66, -3.58 |
75.01 [ -74.11, -74.48, -74.50 ]

18.36 [ 49.73, -1.20, +5.05 ]

54.29 [ -32.33, -36.41, -36.12 ]
3.66 [ +91.48, +95.72, +90.48 |
27.12 [ +3.30, +14.88, +8.38 |
15.04 [ +13.06, +25.06, +32.14 ]
99.98 [ -67.78, -3.27, -65.47 ]
10.65 [ +61.08, +87.93, +59.35 ]
25.44 [ +19.56, +1.56, +6.56 |
15.00 [ +10.10, +21.11, +31.11 ]
39.91 [ +42.49, +59.15, +57.59 ]
99.96 [ -13.55, -0.02, -5.39 ]

74.73 [ -15.63, -18.06, -17.73 ]
51.83 [ +40.88, +42.79, +40.54 ]
64.10 [ -1.00, +0.10, -0.20 ]
58.55 [ +6.45, +3.45, +0.75 ]
53.30 [ +12.70, +39.28, +13.79 ]
55.32 [ +28.16, +39.47, +33.38 ]
80.20 [ +5.30, -0.10, +3.90 ]
59.12 [ +1.08, +1.03, +1.21 ]
88.20 [ -0.20, +6.71, +5.80 ]
99.65 [ -6.54, +0.11, -2.50 ]

TABLE 6. Performance Comparison (Execution Time, Memory Usage and CPU Usage) of Imbalanced vs. Balanced Sampling Methods. The base
performance for each model is reported on imbalanced data (IB), with the values in square brackets indicating the difference when applying balanced-
oversampling (BDO), balanced-undersampling (BDU), and balanced-hybridsampling (BDH) (full version available in [55]).

Method

Execution Time (s)
IB [ BDO, BDU, BDH]

Memory Usage (GB)
IB [ BDO, BDU, BDH]

CPU Usage (%)
IB [ BDO, BDU, BDH]

Without hyper-parameter Tuning (WHT)

Autoencoder

Decision Trees
Gaussian Naive Bayes
Isolation Forest

KNN

LightGBM

Random Forest
Robust Covariance
XGBoost

ADMXGB

32866 [ -2959, -3271, -2316 ]
3105 [ -996, -2594, +821 |
2725 [ -1414, -1953, -624 |
1982 [ +118, -1102, +2040 ]
4550 [ -1095, -3330, -2650 ]
6123 [ -1633, -4473, -2973 ]
7100 [ -980, -2661, -1980 ]

1432 [ +548, -292, +8 ]

5450 [ -2262, -3063, -2120 ]

755 [ -223, -632, +3016 ]

15.62 [ +0.47, -7.36, -0.19 ]
7.97 [ -3.48, -3.54, -3.50 ]
1.15 [ -0.05, 0.00, -0.05 ]
2.60 [ -0.35, -1.10, -0.56 ]
9.40 [ -2.60, -4.25, -2.80 ]
3.50 [ -0.30, +0.30, +0.30 ]
4.31 [ -0.06, -0.11, -0.01 ]
1.94 [ -0.22, -0.29, +0.05 ]
2.90 [ -0.25, +1.32, -0.40 ]
3.34 [ -0.54, -1.03, -0.30 ]

20.07 [ +3.09, -14.01, +15.53 ]
1438 [ +1.12, -7.95, +8.63 ]
9.44 [ -2.04, -2.34, -1.44 |
7.22 [ +1.78, -0.42, -0.21 ]
11.10 [ +0.10, -2.70, -2.00 ]
12.50 [ +0.90, -2.30, +1.70 ]
18.80 [ -1.80, -5.70, -2.10 |
6.55 [ +0.70, -0.44, +0.95 ]
23.20 [ -3.30, -3.49, -2.50 |
60.20 [ +18.30, -41.90, +0.60 ]
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TABLE 7. Class Imbalance Calculation

Class type Count Ratio (%)
Anomaly 41,532 0.048517
Normal 85,561,389 99.951483

B. Testbed and Reproducibility

All experiments were implemented in Python (v3.12.3), us-
ing the following key libraries: Scikit-learn (v1.5.2) for gen-
eral machine learning tasks, Pandas (v2.2.3) for data manip-
ulation, NumPy (v2.0.2) for numerical operations, XGBoost
(v2.1.1) and LightGBM (v4.1.0) for gradient boosting mod-
els, and Imbalanced-learn (v0.12.4) for sampling techniques
(SMOTE, RandomUnderSampler, SMOTEENN). Hyperpa-
rameter optimisation was performed using GridSearchCV,
RandomizedSearchCV, and Hyperopt (v0.2.7) with TPE as
the search algorithm.

The experiments were executed on a local testbed with
an Intel® Core™ i7-8700 CPU @ 3.20GHz (12 threads),
64 GB RAM, and Ubuntu 22.04.4 LTS 64-bit. All code was
run using a controlled virtual environment (venv) to ensure
consistency across runs.

The complete source code, configuration files, trained
models, and preprocessing scripts are publicly available in
our GitHub repository [58]. The dataset used (TraceRCA)
was preprocessed using timestamps provided in the fault
injection logs to label anomalous traces. Our processed
version of the dataset is also available via Zenodo [59],
ensuring that all results can be reproduced and verified.

C. Impact of Latency Threshold

As previously described in Section III, the latency threshold
T was varied to assess its effect on performance and effi-
ciency. The ADMXGB model was evaluated across a range
of values for 7: 0 (no filtering), 5, 10, 20, 50, 100, 200, 500,
and 1000 ms. Table 8 presents the results in terms of F1-
Score, accuracy, execution time, and best hyperparameters
(for Grid Search with data balanced via undersampling).

A particularly interesting observation is related to ex-
ecution time. Contrary to expectations, lower thresholds,
which correspond to significantly larger datasets, do not
always result in longer training times. For example, with
7 = 1000, the training set contains only 68,039 samples,
yet the execution time reaches 3,197 seconds. In contrast, at
7 = 10, the model processes more than 8.9 million records
but completes training in just 1,154 seconds.

This counterintuitive result can be attributed to the in-
creased complexity of the models trained on smaller datasets.
At higher thresholds (e.g., 7 = 1000 and 7 = 500),
the selected hyperparameters include deeper trees (e.g.,
max_depth=7) and higher learning rates. These configura-
tions, when applied to limited and less diverse data, can lead
to overfitting and longer convergence times, as the model
struggles to learn generalized patterns.

In contrast, with lower thresholds and more comprehen-
sive datasets, the model converges faster using shallower
trees and smaller learning rates. The larger dataset size
provides richer, more representative patterns, allowing the
learning process to be both more stable and efficient.

These findings demonstrate that applying a latency thresh-
old is not merely a filtering mechanism but also a deter-
minant of learning efficiency. Models trained on heavily
filtered data (high 7) may experience inflated training times,
even with smaller datasets, due to hyperparameter-driven
complexity and reduced data variance.

D. Impact of Balancing the Dataset

Dataset balancing improves model performance, especially
with class-imbalanced data. Results show that models re-
act differently to balancing strategies. Oversampling boosts
minority class representation, with LightGBM, KNN, and
ADMXGB showing notable gains in Recall and Fl-score.
However, it increases computational cost, particularly for
resource-heavy models like Autoencoders.

In contrast, undersampling reduces the dataset size by
removing majority class samples, easing resource use but
often lowering Fl-score and AUC for models like Decision
Trees and Random Forests. ADMXGB stays relatively sta-
ble, while KNN and LightGBM perform variably.

Hybridsampling, combining both methods, proves most
effective. It enhances performance while mitigating indi-
vidual drawbacks. ADMXGB and LightGBM reach near-
optimal AUC and F1-scores, with XGBoost and Random
Forests also benefiting, though at higher resource cost.
Overall, it improves model robustness and generalisation.

Although dataset balancing is a common strategy to mit-
igate the bias caused by the extreme class imbalance [60],
[61], the results indicate that for certain algorithms, such as
Decision Tree, KNN, Gaussian Naive Bayes, and Isolation
Forest, the Fl-score values were higher when using the
original, imbalanced dataset. While this might seem con-
tradictory, it can be explained by the fact that some methods
tend to overfit to synthetic patterns introduced by balancing
techniques, particularly oversampling [62]-[64].

E. Impact of Hyperparameters Optimization
Hyperparameter tuning using Grid Search, Random Search,
and HyperOPT raises Precision, Recall, F1-Score, and AUC
toward theoretical limits, complementing data balancing.
Grid Search exhaustively tests every parameter set and yields
top performance, but its exponential runtime is prohibitive
on large data. Random Search and HyperOPT explore only
part of the space, sacrificing a little Accuracy for much lower
computation; HyperOPT’s Bayesian focus often rivals Grid
on complex tasks.

Experiments show tuning particularly aids imbalanced
data: ADMXGB excels with Grid and HyperOPT; Light-
GBM and XGBoost improve under all three. Autoencoders
and Isolation Forests gain most from Grid yet incur heavy
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TABLE 8. Impact of Latency Threshold () on ADMXGB Performance

Threshold Dataset Size Size After Excl. Train Acc (%) Test Acc (%) Mean F1 (%) Exec. Time (s)
Best Hyperparameters
0 84,104,058 84,104,021 99.84 99.84 99.84 1154.83
colsample_bytree: 0.6, learning_rate: 0.2, max_depth: 3, n_estimators: 200, subsample: 0.7
5 84,104,058 15,024,905 99.89 99.88 99.88 1588.61
colsample_bytree: 0.6, learning_rate: 0.1, max_depth: 5, n_estimators: 300, subsample: 0.7
10 84,104,058 8,944,558 99.98 99.98 99.98 1664.96
colsample_bytree: 0.6, learning_rate: 0.01, max_depth: 3, n_estimators: 50, subsample: 0.6
20 84,104,058 6,746,550 99.74 99.70 99.71 1891.87
colsample_bytree: 0.6, learning_rate: 0.3, max_depth: 3, n_estimators: 250, subsample: 0.6
50 84,104,058 3,597,243 99.63 99.62 99.62 1959.85
colsample_bytree: 0.6, learning_rate: 0.01, max_depth: 7, n_estimators: 50, subsample: 1.0
100 84,104,058 1,020,751 98.65 98.64 98.66 2949.95
colsample_bytree: 0.8, learning_rate: 0.1, max_depth: 3, n_estimators: 150, subsample: 0.9
200 84,104,058 431,762 96.80 96.70 96.78 2653.91
colsample_bytree: 1.0, learning_rate: 0.05, max_depth: 5, n_estimators: 150, subsample: 1.0
500 84,104,058 161,243 93.44 92.45 92.71 3402.82
colsample_bytree: 0.8, learning_rate: 0.05, max_depth: 7, n_estimators: 200, subsample: 0.6
1000 84,104,058 68,039 86.45 86.12 86.78 3197.49

colsample_bytree:

0.8, learning_rate: 0.05, max_depth: 5, n_estimators: 150, subsample: 0.6

Metrics (%)

Accuracy (%) m Precision (%)

Recall (%) ~mF1-Score (%)

FIGURE 2. Comparative performance metrics (Accuracy, Precision,
Recall, F1-Score) of all evaluated methods trained on hybrid-balanced
data with hyperparameter tuning via Grid Search. In this scenario,
ADMXGB demonstrates the most significant performance gains over the
baseline methods.

costs, while Decision Trees and Gaussian Naive Bayes
change little, reflecting weak tuning dependence.

Selecting a tuning method therefore means balancing ac-
curacy, runtime, and resources, which is crucial for real-time
anomaly detection and other large-scale applications.

F. Validation

The experimental results show that the proposed ADMXGB
framework outperforms the Accuracy figures commonly
reported in the literature (see Table 1). Whereas most re-
cent studies on microservice anomaly detection remain in
the range of 85%-99% Accuracy and Recall, ADMXGB
reaches: up to 99.96% test Accuracy, 99.95% Precision,
99.99% Recall, a 99.97% F1-Score and an AUC of 99.96 % .
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These values are obtained under the following configura-
tions:

o Grid Search + hybridsampling: Accuracy=99.96%, F1-
Score=99.97%, AUC=99.96%;

e Random Search + hybridsampling: Precision=99.95%
(4+81.6% over the imbalanced baseline);

e Random Search + oversampling (SMOTE): Re-
call=99.99% (+93.2% over the imbalanced baseline);

e No tuning +  imbalanced dataset:  Train-
Accuracy=99.96% (upper bound on fitting capacity).

ADMXGB consistently achieves high Accuracy, Preci-
sion, and Recall (see Figure 2), maintaining near-real-time
execution even under higher CPU and memory usage, mak-
ing it well-suited for rapid anomaly detection. In compar-
ison, XGBoost and LightGBM offer competitive Accuracy
but require extensive tuning, increasing computational costs
in large-scale settings. Autoencoders and Isolation Forests,
while effective in specific cases, are memory-intensive and
less suitable for resource-constrained scenarios. Balancing
methods, including oversampling, undersampling, and hy-
brid strategies, further refine model outcomes. Hybrid ap-
proaches, in particular, effectively merge the strengths of
both techniques, benefiting ADMXGB and LightGBM. Hy-
perparameter tuning enhances model performance but varies
in computational cost: Grid Search is thorough yet resource-
heavy, Random Search is faster but less comprehensive, and
HyperOpt balances accuracy and efficiency more effectively.

Hyperparameter optimisation and sampling strategies act
synergistically on ADMXGB performance:

1) Precision boost. On the raw, highly imbalanced Trac-
eRCA data the model achieves only 18.36% Precision;
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FIGURE 3. Resource usage of methods using data balanced with
hybridsampling and hyperparameter tuning via Hyperopt

Random Search + hybrid sampling lifts this to 99.95%,
an improvement of +81.6% ;

2) Recall recovery. While aggressive tuning on the un-
balanced set may drive Recall down to 6.82%, ap-
plying SMOTE before training restores it to 99.99%
(+93.2%);

3) Global balance (F1-Score, AUC). Grid Search +
hybrid sampling aligns both classes almost perfectly,
pushing F1-Score and AUC to 99.97% and 99.96%,
respectively. HyperOPT achieves the same AUC with
only one third of the search budget, confirming the
efficiency of Bayesian hyperparameter optimisation;

4) Resource footprint. Balancing adds negligible mem-
ory overhead (< 1 GB) and hyperparameter opti-
misation adds modest CPU overhead (20%) when
Bayesian optimisation is used; exhaustive Grid Search
can be over one order of magnitude slower and should
therefore be reserved for offline re-training.

Among the tested methods, ADMXGB demonstrates a
particularly strong balance between Accuracy, Recall, and
execution time, making it a suitable candidate for near real-
time anomaly detection in microservices. This performance
is primarily attributed to two synergistic mechanisms. First,
the introduction of a configurable latency threshold (7) en-
ables the model to disregard low-latency traces that typically
introduce noise and false positives. Second, the systematic
integration of data balancing strategies with hyperparameter
optimisation, validated through 10-fold cross-validation, en-
hances model generalization and stability. Furthermore, AD-
MXGB leverages hybrid sampling to address class imbalance
and employs efficient optimisation algorithms such as Hyper-

Opt to maintain resource efficiency. These mechanisms are
particularly effective in the context of the TraceRCA dataset,
where subtle anomaly patterns challenge traditional models.
ADMXGB’s gradient boosting structure proves especially
robust under undersampling and hybrid sampling conditions,
achieving consistently high precision and F1-Score while
maintaining practical execution times (see Figure 3).

G. Computational Performance Comparison

Following recommendations from the AI-Centric Computing
Continuum Systems framework [65], we extended the eval-
uation beyond accuracy-related metrics to include system-
level indicators such as CPU utilization, memory footprint,
and execution time. These additional parameters are reported
in Table 6 and Figure 3, providing a comprehensive view
of the operational cost of ADMXGB compared to base-
line models. The results confirm that ADMXGB maintains
competitive efficiency while significantly improving anomaly
detection performance.

Execution time, memory usage, and CPU utilization show
clear trade-offs between algorithms, sampling strategies, and
tuning methods. ADMXGB is fastest with undersampling
(BDU) and minimal tuning, reaching 64 s (Random Search),
but oversampling (BDO) or hybridsampling (BDH) with
exhaustive tuning can exceed 41,000 s. Tree-based mod-
els generally take 2,000-8,000 s, while Autoencoders are
highly variable, sometimes extreme. In memory, Gaussian
Naive Bayes and Robust Covariance use under 2 GB, tree-
based models remain moderate (2-7 GB), and Autoen-
coder/ADMXGB can peak very high (e.g., 63.49 GB for
Autoencoder with BDO and Random Search) due to dataset
size and search space. For CPU, ADMXGB often reaches
the highest loads (up to 95.40%) in balanced datasets with
exhaustive tuning, whereas Decision Trees and Gaussian
Naive Bayes stay below 10%, making them preferable for
resource-constrained environments.

H. Implications and Practical Impact

The ADMXGB framework addresses key operational chal-
lenges in microservices environments by offering a practical
and lightweight anomaly detection mechanism. The use
of latency thresholding reduces CPU and memory usage,
making it viable for near real-time deployment in edge
or containerized infrastructures. Moreover, the use of data
balancing and hyperparameter tuning allows the model to
adapt to highly imbalanced and dynamic workloads, which
are frequent in production microservice systems.

Our method is especially suited for scenarios where
telemetry is abundant but computational efficiency is a
priority, such as continuous delivery pipelines or autoscaling
decision-making processes. While the evaluation was con-
ducted on a single real-world dataset, the methodological
design is dataset-agnostic and can be replicated on other
telemetry-rich environments.

VOLUME ,



<Society logo(s) and publication title will appear here.>

In practice, the latency threshold 7 should be calibrated
to the application baseline performance. A recommended
guideline is to compute the mean latency p during stable
operation and set 7 between p + 20 and p + 30, depending
on the acceptable trade-off between sensitivity and false
positives. This ensures that thresholding remains aligned
with system-specific performance.

Future extensions will validate ADMXGB on different
microservices platforms and explore its integration with
AIOps pipelines for automated root-cause identification and
anomaly response. In this context, ADMXGB can be em-
bedded into modern monitoring architectures based on ob-
servability tools like Prometheus, Jaeger, or OpenTelemetry.
The model may act as a dedicated anomaly detection mi-
croservice, processing telemetry in real-time or batch mode
and emitting alerts to external systems such as Grafana or
Slack.

The performance of ADMXGB can be explained by
the combined effect of three factors: (i) latency threshold
filtering, which removes low-latency noise and reduces false
positives, (ii) class balancing, which prevents bias toward the
majority class and enhances recall for anomalous cases, and
(iii) systematic hyperparameter tuning, which improves gen-
eralization by exploring a broader parameter space. Together,
these elements create a synergy that allows ADMXGB to
outperform baselines not only in accuracy-related measures
but also in terms of stability and efficiency, as shown in
Tables 4-6.

Furthermore, ADMXGB can be coupled with Gambi-
tRCA [66], a complementary framework for root-cause anal-
ysis based on cooperative game theory. In this combined
pipeline, ADMXGB first detects anomalous traces, which
are then processed by GambitRCA to identify the most
probable components responsible for the incident. This lay-
ered approach enhances the reliability and interpretability of
anomaly management in complex microservice systems.

I. Threats to Validity

Several factors may affect the validity of our findings. In-
ternal validity may be limited by the use of a single dataset
(TraceRCA); however, its real-world origin, fault diversity,
and volume mitigate this concern. External validity could
be impacted by architectural differences in other microser-
vice systems. Future work will address this by including
other datasets. Construct validity depends on the chosen
evaluation metrics, which, although standard, may not cap-
ture interpretability or robustness. Conclusion validity is
supported by reproducibility, 10-fold cross-validation, and
multiple optimisation strategies, reducing bias and overfitting
risks.

V. CONCLUSION

Effective anomaly detection in microservices requires bal-
ancing data handling, hyperparameter tuning, and resource
efficiency. Our results show that hybridsampling achieves
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the highest Recall, F1-Score, and AUC across models like
ADMXGB, LightGBM, and XGBoost, while keeping high
values of Accuracy. Oversampling improves minority-class
representation, it increases memory usage, especially for
Autoencoders. Undersampling, though faster, risks losing
critical data. However, combining it with ADMXGB offers
a practical trade-off for real-time applications.

For hyperparameter tuning, Grid Search is thorough but
computationally expensive. Random Search provides a cost-
effective alternative, while HyperOpt optimally balances
accuracy and efficiency, especially for large-scale systems.
Our method adapts well to different strategies, maintaining
high detection rates even in the presence of class imbalance.
Ultimately, practitioners must balance recall, precision, and
resource constraints. Undersampling with ADMXGB suits
fast detection, while hybridsampling with advanced optimi-
sation (e.g., HyperOpt) maximises performance.

While this work focused on XGBoost, the thresholding
and balancing components of ADMXGB are model-agnostic
and can be applied to other learners such as LightGBM,
Random Forests, or deep neural networks, further broadening
the applicability of the framework.

Although the results are promising, this study presents
some limitations. The analysis was conducted using an exten-
sive and realistic, yet single real-world dataset (TraceRCA),
which may limit generalizability across different microser-
vice platforms and workloads. Moreover, while supervised
learning yields high accuracy, it depends heavily on labelled
data, which is often scarce or expensive to obtain in op-
erational environments. Future work will aim to extend this
approach to multiple datasets, explore unsupervised or semi-
supervised labelling techniques, and integrate more detailed
telemetry data (e.g., logs, metrics, traces) to support not only
detection but also accurate root cause localisation in complex
environments.
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