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Abstract— This paper describes a web-based system which 
allows the user to manage and to do real time monitoring the 
access to the educational building spaces, using two data nets. 
The first one is based on the CAN bus for data acquisition and 
actuation tasks to which are connected control devi ces like, 
magnetic cards readers, door locks and sensors. The second 
one is an Internet/Intranet infrastructure and uses standard 
web technologies like PHP and Java to provide an effective 
control and real time monitoring. This system is implemented 
on the Linux operating system using the Apache HTTP server 
and make use of standard technologies in use on the Web, to 
make an effective campus-wide security system. To close the 
gap between these two nets we used a CAN/Intranet gateway. 
In this paper the system layout and its main components are 
described.  
 

Index Terms— Access Control, Security, Field buses. 

I. INTRODUCTION 

HE fundamental objective of any access control system 
is to protect system resources against inappropriate or 

undesired user access [1]. Another function is the 
management of accessing times and/or users.  

Due to the World Wide Web (WWW) technology 
success this has been widely used to synthesize several 
applications with great effect in web environments. Also the 
evolution of the DataBase Management System (DBMS) 
allowed them to become a central component of 
programming environments. 

In this article we propose an approach to access control 
systems, which will bring about a successful marriage of the 
web and roles of individual users [2]. We propose an 
architecture to achieve an effective campus-wide security 
system. To reach our goals we propose the assembly of 
several different technologies. In our proposal we have two 
different kinds of data nets. The first one is based on the 
Controller Area Network  (CAN) bus for data acquisition 
and actuation tasks. The technology for remotely accessing 
CAN devices presented in this paper can easily be used, or 
adapted, for other solution of remote data acquisition [3]. 
The second one is the Internet/Intranet and uses standard 

web technologies like Professional Home Page (PHP) and 
Java providing an effective control and real time monitoring. 
To store all the system’s information we use a MySQL 
database. 

As accessing means for our security system, a magnetic 
card is used. This device allows user authentication 
(verifying their identity) and determining whether the user is  
permitted to accede to the desired location (classroom or 
labs). To provide reliability of the monitoring and control 
system, the access control technique must be directly 
integrated with the systems services, and must be able to 
support a wide variety of security system requirements.  

The rest of this paper is subdivided into three parts: 
Section II presents the main goals to achieve this work; 
Section III describes the proposed architecture, with the 
main components and used technologies; The succeeding 
section describes some functions, and finally the last section 
we conclude with future work. 

II. GOALS TO ACHIEVE 

Based on a cost /security relation we choose to use 
magnetic cards. The magnetic card is a portable device that 
all users, students and staff, carry and is also an identity 
card. This card has an acceptable level of security to be used 
in the generality of the installations. 

The system’s main requirements are:  
1) to be modular and allow its adaptation to different 

installations;  
2) to be flexible enough to allow integration of different 

types of access control equipment, namely, when the 
installations need higher standards of security; 

3) to allow its management to be made through the Internet;  
4) to allow customized search of access by schedules , users 

and spaces; 
5) to guarantee the information security between access 

places and the central system. 

III. SYSTEM ARCHITECTURE OVERVIEW 

The system’s main components are: one CAN/Intranet 
Gateway; a WWW server; a database server and CAN 
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interface cards. This system’s architecture is sufficiently 
flexible to allow its expansion.  

Figure 1 shows the proposed architecture to achieve the 
proposed goals.  

A. Web server 

This system is implemented on the Linux operating system 
using the Apache HTTP server. It will manage the 
Internet/Ethernet interface for the system. It uses PHP and 
Java technologies to generate dynamic HTML pages 
according to the database information.  

Using dynamic HTML pages, a user can manage the 
system information. 
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Fig. 1.  Hardware architecture.  

B. CAN field bus 

The acquisition/actuation stage of the proposed access 
control monitoring system  is being implemented using 
previous knowledge in the field bus area, based on a 
development board that has as main component a P80C592 8-
bit microcontroller[4],[5].  

The assembly of the access control stations (CAN boards) 
forms a hierarchical structure in a bus topology. In this bus a 
PC acts as a CAN/Intranet gateway and is connected to 
several slaves that will be located in the accessing points of 
the monitoring space/building. These slave terminals are 
CAN nodes, making possible the reading of data using fixed 
position card readers through an RS-232 link.  

The location of the monitoring stations, within the 
building, allows the use of a wired solution. So, as means of 
communication we have elected a wired implementation 
using the CAN protocol, which has great flexibility and 
robustness needed in real-time control and noisy 
environments like this, with several electronic and 
mechanical equipments/labs, and because it allow significant 
baud rates (<1 Mbytes). Only standard (identifier with 11 
bits) CAN frames are used because the used microcontroller 
meets the CAN protocol specification version 2.0 A and B 
(passive) of the CAN 2.0 specification [6]. This  part of the 
system, allows expansion and configuration without 
compromising its performance. A number of up to 64 stations 
is allowed per CAN bus but this number can be higher [7].  

Another reason is the message priority property when the 
CAN protocol is used. Since several different accessing 

priorities may occur, we design and implement a proprietary 
protocol to fulfill those requirements. For example, a message 
when a fire alarm or intrusion detection occurs a high priority 
message is sent to open or close all the doors respectively.   

One of the main sources of data for this application is card 
ID information that every authorized person must have to 
walk in the monitoring zone. This information is collected 
using card readers with RS-232 output. 

For the proposed solution, after the data gathering in the 
Slave boards, that have 32 Kb of data memory (RAM) to 
store samples, this data is sent to a database in the 
CAN/Intranet gateway PC dedicated to storing data related 
to the accessing points/doors. To allow this, each one of the 
CAN/Intranet gateway stations must have a transference 
data service that reads the received information, sent by the 
Slave nodes, and stores that in a database. After that, users 
that are approved by the domain would be able to access of 
all the information using a Web browser. In figure 1 is 
showed the layout for the acquisition/actuation stage of the 
proposed system. 

C. CAN/Intranet Gateway 

This system component is responsible for control of all the 
communications between CAN bus and Intranet/Internet. 
Receives information from CAN field bus, about existing 
accesses , and stores it in the database. It is also responsible 
for receiving information from de Intranet/Internet and 
sending it to the CAN bus in order to allow access to each 
one of the spaces. It’s implemented in C++ language. 

D. System’s database 

It’s currently implemented using MySQL DataBase 
Management System (DBMS). All system information is 
stored in this database. Contain all information about access 
roles, users, as well a description of accesses to each one of 
the spaces and access history.  
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Fig. 2.  Software technologies.  
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IV. SOME FUNCTIONALITIES 

Using a browser a user can manage all the system’s 
information. For access to the system’s information a 
password is required. The system accepts  two diferent levels 
of users:  administrators that have total access for all 
system’s information and guest that have some access 
constraints. 

All the necessary information for the system to function 
well is stored in a database. This allows the user’s and space 
information to be configure through the Internet. Operations 
like eliminate users or insert news users and its permissions 
to accede to each space are easily realizable using a browser. 
The search for customized information about accesses is 
also possible.  

Another interesting feature is the access monitoring in real 
time, which allows each time someone tries to access a 
space, information about that to be automatically modified in 
the browser, thus allowing the monitoring of several access 
or attempts of access. This functionality is implemented in 
Java. 

Some uncommon situations are also considered. For 
example the system allows locking, or unlocking, all doors 
from a remote place by an authorized user. 

Although the system is still in a test phase it is already 
possible to present some results and to visualize some of its 
functionalities. Figure 3 shows the application that allows us 
the accesses monitoring in real time of each one of the 
spaces. It is possible to observe which had been the last 
accesses and, in real time, to get information on the accesses 
that are about to elapse.  

 
Fig. 3. Real time access monitoring 

The customized search of information of accesses and 
users is also possible. Figure 4 shows the result of a search 
personalized for space, date and time.  

 
Fig. 4. Search for customized information 

V. CONCLUSION 

The main goal of this work is to apply new technologies in 
an application area with utility in the real world and that 
could be easily adapted to other application areas (domotic, 
industry etc.). This work is in a development phase. 
However, some modules are already successfully developed 
and tested. The solution was designed to be expandable, by 
using a bus with great acceptance in the market which allows 
us to obtain resources/equipments easy. Another feature is 
the priority of accesses that could be defined by the user 
without limitations. In a world each time more web dependent 
this application allows remote configuration and monitoring 
of everything that is related with the protected spaces. All 
the information is stored in database to allow statistical 
analyses . 

We believe that our contribution is an important step 
towards offering strong and efficient security management 
for access control systems. 
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