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Abstract

This paper presents initial developments towards a high-frequency condition monitoring
framework designed for Autonomous Mobile Robots (AMRs) in Smart Factory environ-
ments. The proposed approach focuses on data acquisition and edge-level processing at the
ultrasound range specifically (>20 kHz), using Micro-Electro-Mechanical System (MEMS)
sensors. The system integrates real-time data acquisition, embedded fixed-point frequency-
domain processing via a 1024-point FFT, and the integration of Industrial Internet-of-Things
(HoT) infrastructure based on the TIG (Telegraf, InfluxDB, and Grafana) stack, for data
aggregation and remote visualization. To ensure timing precision at a sampling rate of
160 kHz, a software-based calibration routine is implemented to compensate for micro-
controller overhead. Furthermore, the architecture’s alignment with IEEE 1451 principles
is discussed to support interoperable and scalable sensor integration. Experimental re-
sults validate the reliable acquisition and processing of ultrasonic signals up to 80 kHz
using controlled acoustic sources. This work provides a foundational infrastructure for
condition-based monitoring, enabling future development of automated anomaly detection
for mechanical components, such as bearings, which exhibit early-stage fault signatures in
the ultrasonic spectrum.

Keywords: Industry 4.0; smart factory; condition monitoring; IEEE 1451; smart transducer

1. Introduction

Historically, industrial maintenance predominantly relied on Reactive Maintenance—
commonly known as the run-to-failure approach—where equipment and assets were
operated until failure occurrence [1]. Maintenance was considered a passive cost rather
than a value generator or competitive advantage. This is a passive strategy that would
frequently result in unplanned downtime, secondary damages to equipment, elevated
repair costs, personnel safety risks, and industrial hazards [2].

With the emergence of the Fourth Industrial Revolution (Industry 4.0) [3], mainte-
nance has evolved from a mere operational need into a strategic value creator that directly
influences continuous productivity and asset availability [4]. Enabled by technological
advancements in microprocessors, computer-based instrumentation, Cyber-Physical Sys-
tems (CPS), and the Internet of Things (IoT), Predictive Maintenance (PdM) has emerged
as a data-driven paradigm, rooted in digitization and real-time condition monitoring [5].
PdM leverages statistical analysis and Machine Learning (ML) to identify behavioral pat-
terns associated with asset degradation and anticipate potential failures [6,7]. Thus, PdAM
supports informed maintenance planning and reduces unplanned downtime [8].
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However, the successful implementation of PAM mechanisms depends critically on
the integration of appropriate sensors tailored for specific failure modes and operational
contexts [9]. In the distributed and interconnected nature of Industry 4.0, there is a critical
need to ensure data integrity and interoperability, and seamless communication among
heterogeneous sensing devices [10]. While vibration analysis using accelerometers is the
industry standard for mechanical diagnostics, it is often limited to lower frequency ranges.
On the other hand, high-frequency ultrasonic monitoring (above 20 kHz) offers the distinct
advantage of detecting early-stage phenomena—such as lubrication starvation, friction, and
turbulence—long before they manifest as detectable vibrations or thermal increases. De-
spite these benefits, implementing high-frequency monitoring on mobile platforms like Au-
tonomous Mobile Robots (AMRs) presents significant challenges, including high sampling
rates, real-time processing demands, and resource limitations on embedded systems [11].

Therefore, this paper presents the initial developments of a low-cost Micro-Electro-
Mechanical Systems (MEMS)-based sensing pipeline, toward a high-frequency condition
monitoring framework specifically designed for AMRs. The proposed architecture ap-
proach encompasses data acquisition and edge-level processing within the ultrasonic range.
Moreover, the system integrates embedded fixed-point frequency-domain processing via
a 1024-point FFT, and an Industrial Internet-of-Things (IIoT) infrastructure based on the
TIG (Telegraf, InfluxDB, and Grafana) stack for data aggregation, remote monitoring, and
data visualization purposes. Additionally, the architecture’s alignment with IEEE 1451 prin-
ciples are discussed to promote transducer interoperability, plug-and-play integration, and
scalability in heterogeneous sensor networks. Experimental results validate the reliable
acquisition and processing of distinct signals from controlled acoustic sources, building
foundational infrastructure for the condition monitoring of mechanical components such
as bearings, while demonstrating the potential for PAM technique implementation as
a reliable baseline for further fault classification.

The remainder of this paper is organized as follows. In Section 2, a literature review
concerning the latest developments within anomaly detection and PdM are presented, as
well as the most recent advancements towards PAM encompassing IEEE 1451 standards [12]
Subsequently, in Section 3, the methodology employed for data acquisition, processing and
IIoT infrastructure are presented. In Section 4, results retrieved from different scenarios for
ultrasound data acquisition, and the dashboard for remote data monitoring and visualiza-
tion, are presented. This is followed by Section 5, a discussion regarding the results and
the benefits of integrating IEEE 1451 standards within the developed system is carried out.
Finally, in Section 6, the main conclusions of the study in this paper and future directions
are presented.

2. Related Work

In the following section, a literature review is carried out regarding the importance of
sensing integration within anomaly detection and condition monitoring. Additionally, the
literature review is expanded to highlight the latest advancements within IEEE 1451 stan-
dards to leverage interoperable solutions.

As outlined in [9], there is no universal “one-sensor-fits-all” solution, so integrating
multiple and distinct sensors increases the probability of detecting faults at an early stage.
While accelerometers have been the industrial standard for decades due to their proven
robustness in vibration analysis, ultrasonic MEMS microphones offer a promising alter-
native by detecting mechanical failures (e.g., lubrication starvation or friction-induced
turbulence) even earlier than vibration-based sensors. This is often described by a Potential—-
Failure (P-F) curve, where ultrasonic emissions manifest as the earliest detectable signs of
degradation before they progress into audible noise, vibration, or thermal increases.
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In [13], the authors propose a novel approach to PdM for induction motors within the
Industry 4.0 context, emphasizing the integration of Cyber-Physical Systems (CPS) and
IIoT technologies. The study aims to develop an automatic classification system capable
of detecting and predicting vibration-related faults to prevent motor failures proactively,
through the implementation of ML algorithms using two different architectures: a National
Instruments acquisition board and an Arduino board equipped with an EtherCAT shield for
communication and data transmission purposes. The results retrieved from this approach
demonstrate the reliability of both systems on classifying vibration severity within ISO-2372
standards, evidencing the viability of supervised learning models in real industrial envi-
ronments. The authors conclude that integrating ML with accessible hardware platforms
can enhance PdM strategies, while enabling early fault detection and reducing downtime.

In [14], the authors propose a fault diagnosis framework for wind turbine bearing,
leveraging data mining and ML techniques to enhance diagnostic accuracy and operational
reliability. The study carried out aimed to develop an effective method capable of directly
analyzing vibration signals from bearings under various operating conditions, dismissing
the need for threshold-based fault detection, which depends heavily on expert knowledge
and environmental factors. The approach involves systematic feature extraction and se-
lection using neighborhood component analysis to identify the most relevant features,
followed by classification with ML algorithms such as K-Nearest Neighbors (KNN) and
Artificial Neural Networks (ANNSs). The results retrieved demonstrated effectiveness in
extracting useful features from nonstationary signals, achieving a diagnostic accuracy of ap-
proximately 90% with KNN while outperforming traditional regression-based approaches.
Therefore, it is concluded that by combining advanced feature selection and ML, a robust
solution for wind turbine bearing fault diagnosis across diverse operating environments is
viable and promising.

Continuing in the argumentative vein, the study in [15], a noise-robust framework,
is presented with the main objective of improving the reliability of PdAM mechanisms in
industrial environments. In the referred study, the authors seek to develop models that
maintain high accuracy despite the presence of noise in sensor signals, by integrating
noisy training techniques such as Gaussian noise layers with descending noise levels. The
study comprises the use of datasets collected from experiments on a milling machine and
a motor, while including sensors to acquire sound, vibration, and ultrasound data. The ML
models employed include Deep Convolutional Neural Networks (DCNN), Deep Neural
Networks (DNN), and ensemble classifiers. The approach demonstrated robustness while
achieving at least 95% accuracy, despite noise levels up to 14 dB Signal-to-Noise Ratio
(SNR), indicating that noisy training significantly enhances model resilience to sensor noise,
offering an effective and cost-efficient strategy for industrial monitoring.

In [16], addressing the integration of IEEE 1451 standards with IEC 61499-based appli-
cations, the authors develop a sensor network system to facilitate the automatic detection
and configuration of smart sensors, leveraging plug-and-play features within a 4diac IDE
and DINASORE framework. While the solution presented enhances interoperability and
system reconfiguration with minimal human effort required and reduced deployment
time, the results are demonstrated considering a condition monitoring scenario for a pro-
duction line scenario that integrates multiple sensors into a pneumatic actuation system
to establish a connection to a condition-monitoring application, enabling real-time detec-
tion and configuration as well as simple deployment and real-time monitoring tasks in
industrial environments.

Moreover, in [17], a sensor network considering the integration of a smart transducer
for PAM within industrial environments, based on an application in a craft brewery, is
given. The primary goal of the proposed development centers on enabling real-time data
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monitoring and anomaly detection through data acquisition from different sensors (tem-
perature, pressure, vibration and acoustic sensors), relying on the Internet of Things (IoT)
combined with edge computing solutions to enable real-time data transmission to specific
databases, for storage purposes and use as input in ML classification models. The sensor
network encompasses a multi-protocol, multi-channel approach aligned with the IEEE 1451
family of standards to ensure seamless communication, integration and scalability. Prelimi-
nary results retrieved from the system’s deployment showcase effectiveness in early fault
detection and increased performance efficiency. With this, the authors present the system’s
scalability, relying on wireless connections with low-cost hardware implementation, and
the potential for future enhancements through increased data collection and model training,
ultimately contributing to more reliable and maintenance-friendly industrial processes.

Following the initial implementations of the smart transducers compliant with the
IEEE 1451 family of standards for PdM solution developments, in [18], a broader discussion
on the implementation of Industry 4.0 principles in manufacturing lines, emphasizing the
integration of advanced technologies, such as IoT, Artificial Intelligence (AI), Robotics, Big
Data, and Cloud Computing, to develop smart factories characterized by high connec-
tivity and system interoperability requirements, is presented. Although the primary goal
of the paper is centered on enhancing real-time decision-making, process optimization,
and product quality through the deployment of smart transducer integration, it strongly
showcased the potential to integrate PAM techniques within smart transducers, aiding
managers to uncover anomaly trends in production processes and determine maintenance
intervention upon possible issues through established high connectivity. The primary
results demonstrate that the combination of Cyber-Physical Systems (CPS) with Al enables
the adaptive, precise control of production variables and improves process transparency,
outlining that standardization and system integration are crucial for efficient interoperabil-
ity across diverse devices, increasing productivity, flexibility, and overall manufacturing
efficiency within industrial environments.

Despite the recent advancements presented regarding high-frequency ultrasonic mon-
itoring pipelines specifically for resource constraints and the mobility of AMRs, there
are gaps in the literature, as most current solutions are either stationary or rely on low-
frequency vibration. As such, the novelty of the study presented in this paper lies in the
integration of low-cost MEMS ultrasonic chain-hardware-calibrated, edge-level, fixed-point
FFT processing and an MQTT-based telemetry stack, providing a lightweight, scalable
solution for acoustic telemetry (up to 80 kHz) without overwhelming the communication
infrastructure of an autonomous mobile platform.

3. Methodology

In this section, the methodology employed in this study is presented, focusing on the
development and implementation of a high-frequency data acquisition and processing
framework, followed by telemetry via Industrial Internet of Things (IloT) infrastructure.

This work is part of the GreenAuto project (n° C644867037-00000013, investment
n° 54), funded by the EU’s Recovery and Resilience Plan, aiming to advance Portugal’s
automotive industry toward low-emission vehicles. Specifically, it addresses PPS18: a
3D Navigation System for Mobile Robots in WP10: Automated Logistics. In general, the
project consists of robust AMR navigation systems in smart manufacturing environments,
including (1) automated warehouse modules, (2) precise localization, and (3) PdM via
multi-sensor integration. However, the study presented in this paper focuses on the in-
tegration of data acquisition and processing, followed by data transmission to leverage
PdM functionalities, for rotary motor bearings found in AMRs, relying on the integration
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of a MEMS ultrasound microphone to detect these components’ early anomalies, often
registered within the ultrasonic range.

3.1. Data Acquisition, Processing and Transmission

The components considered for the integration of the proposed framework were
selected based on performance, cost-effectiveness, and suitability for IloT applications,
comprising a localized sensing layer and a cloud infrastructure.

The sensing layer comprises an ultrasound MEMS acoustic sensor, specifically the analog
SPUO0410LR5H-OB (SPU0410LR5H-QB datasheet: https:/ /datasheet.octopart.com/SPUO
410LR5H-QB-Knowles-Acoustics-datasheet-8852744.pdf (accessed on 15 May 2025)) ul-
trasound microphone, featuring a high-bandwidth response up to 80 kHz, that is subse-
quently interfaced with an LM386 amplifier module, and the EK-TM4C129EXL ARM®
Cortex®-M4F-Based MCU TM4C129E Crypto Connected Launchpad™ for IoT Applica-
tions (EK-TM4C129EXL: https://www.ti.com/tool/EK-TM4C129EXL (accessed on 15 May
2025)) for data processing and transmission for monitoring and visualization purposes to
enable decision-making tasks.

The validation of the framework’s capability of capturing high-frequency signals
relied on a controlled source—specifically, an HC-SR04 ultrasonic module, not for distance
measurement, but as a calibrated piezoelectric emitter capable of producing a stable 40 kHz
burst. This process allowed the verification of the sensing pipeline and the FFT’s accuracy
at the upper end of the spectrum.

To prevent aliasing, the sampling frequency (f;) is set to 160 kHz. While this targets
a Nyquist-Shannon sampling theorem frequency of exactly 80 kHz (fax), the inherent
high-frequency roll-off of the MEMS acoustic membrane acts as a natural anti-aliasing filter,
attenuating signals beyond the bandwidth of interest and compensating for the lack of an
aggressive hardware guard band.

Sampling is performed using a 12-bit ADC (with resolution from 0 to 4095 samples) in
software-triggered polling mode. To maintain timing accuracy despite the microcontroller
non-deterministic overhead of the ADC input, a calibration routine is implemented. A
nominal sampling interval (Unc;seryq1) of approximately 6.27 ps is targeted. During calibra-
tion, a test block of 1024 samples are acquired, and the cumulative temporal drift, denoted
as error (in ps), is measured using the MCU’s microsecond timer. The corrected sampling
interval Cj;sorpq1 is calculated according to the following Equation (1):

error
Cinterval = UNCinterpal — m (1)

where

*  Ciptervai—corresponds to the corrected sampling period (us);

*  Uncipterva—is the uncorrected sampling period (us);

*  error—the cumulative time deviation measured over the 1024-sample block (us);

*  1024—the number of samples averaging the total error across an individual interval.
For reference and monitoring purposes, the raw ADC values are converted to voltage

according to the following Equation (2):

ADC % V5

e T V] 2

where V;,r = 3.3 V corresponds to the ADC reference voltage, and 2" — 1 (with n = 12, the
ADC input of the MCU).
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3.2. Processing and Analysis

The system performs an on-board frequency-domain analysis using a Radix-2 fixed-
point FFT algorithm [19], optimized for the TM4C129EXL development board, as the un-
derlying Discrete Fourier Transform (DFT) is given according to the following Equation (3):

N-1
X[k = Y x[n]-e ¥k =0,1,..,N -1 3)
n=0
where N is the window size that defines the number of samples. The frequency resolu-
tion (Ay), which determines the system’s ability to distinguish between adjacent spectral
components, is calculated using the following Equation (4):

160000
1024

Af = % = ~ 156.25 Hz 4)

The choice of N = 1024 samples (LOG2N = 10) is dictated by the requirements
of the Radix-2 fixed-point FFT algorithm and due to the targeted frequency range. It is
used to detect signals up to ~80 kHz with a frequency resolution of ~156 kHz, as the
Nyquist-Shannon theorem recommends. This resolution suffices for identifying potential
fault-related ultrasound signatures, as post-FFT, the magnitude spectrum (first N/2 = 512)
bins are computed.

Since the input signal is purely real (Re{X|k|} = ADC), the imaginary input buffer is
initialized to zero (Im{X|k|} = 0). After the fixed-point FFT calculation, the magnitude
(X[k]) is computed for each frequency bin k to obtain the power spectrum, as follows:

X[k = \/Re{X[K[}2 + Im{X|k|}2; Im{X|k|}* = 0 5)

On the other hand, for enhanced data analysis in the ultrasound range, where small
energy increases indicate early faults, conversion to decibels (dB) is applied, according to
the following Equation (6):

X[k] = 20log1o ({ Xk} (6)

3.3. lIoT Infrastructure

The processed FFT data (per-bin dB values), registered frequency peak values, and cor-
respondent voltage are transmitted to a dedicated time-series database for storage, through
the MQTT communication protocol with fft_data, ‘frequency_peak’, and ‘voltage_peak’.

With this, an IIoT infrastructure for data aggregation, storage, and advanced ana-
lytics, enabling remote monitoring and enhanced decision-making tasks, using the TIG
(Telegraf—InfluxDB—Grafana) stack framework [20], is developed. The Telegraf agent
subscribes to the MQTT topics, collecting, processing, and aggregating incoming met-
rics that are subsequently written to the time-series database, optimized for high-volume
sensor data in InfluxDB. Finally, Grafana queries the data written to InfluxDB to present
an intuitive dashboard that facilitates the real-time monitoring of transmitted FFT data and
the respective voltage measurements.

Figure 1 illustrates the system architecture for integration into AMRs, demonstrating
a distributed configuration aimed at leveraging IloT principles by integrating a sensing
layer responsible for the capturing, processing, and transmission of ultrasound signals, and
a cloud-based infrastructure that facilitates remote data aggregation and storage, as well as
real-time data monitoring and visualization for enhanced decision-making tasks.
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Figure 1. System architecture for AMR integration.

4. Results

This section presents the experimental results obtained from acoustic signal acquisition
tests. The tests evaluate the system’s performance in acquiring and processing acoustic
signals using a window of 1024 samples, with a sampling rate of approximately 160 kHz,
whereby the system achieves a frequency resolution of approximately 156 kHz. However,
given the symmetry properties of real-value signals, only the first 512 frequency intervals
(from O to 80 kHz) are analyzed and transmitted.

4.1. Scenario 1—Audible Range Validation

In the first scenario, the system acquired signals from a calibrated 12 kHz source.
The data were processed using the fixed-point FFT with 1024 samples, considering the
512 frequency bins for analysis. Therefore, it was possible to acquire a spectrum where a
prominent peak at approximately 12.8 kHz (bin 82) and a SNR of 18 dB were observed, as
illustrated in Figure 2.

Frequency Spectrum-12 kHz signal

el el i = "
o B S N - SR ) B o« B o |

Amplitude (dB)

o N B OO ®

0 10,000 20,000 30,000 40000 50000 60,000 70,000 80000 50,000

Frequency (Hz)

Figure 2. Frequency test considering 12 kHz signal acquisition.
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Statistical analysis from multiple acquisitions revealed a consistent systematic fre-
quency deviation of approximately 6.7% from the nominal 12 kHz value. This offset is
primarily attributed to the intrinsic latency in the microsecond timer interrupt routine
in the microcontroller. Despite the constant deviation, the system exhibited high statisti-
cal repeatability, maintaining stable peak locations and consistent SNR values across all
experimental trials, validating the reliability of the acquisition framework.

4.2. Scenario 2—Ultrasound Range Validation

The second scenario focused on data acquisition within the ultrasonic range (>20 kHz)
that leverages condition monitoring within the respective frequency range, while paving
the way for early-stage anomaly detection. Therefore, to provide a stable high-frequency
reference for validation, the HC-SR04 module was utilized as a calibrated 40 kHz
piezoelectric emitter.

The system successfully acquired an ultrasonic signal, with the primary spectral
energy concentrated in the high-frequency region. According to Figure 3, it demonstrated
an acquired spectrum with a dominant peak centered at 42,968.75 Hz (bin 275), with
a deviation of 7.4%. While this value is higher than the nominal 40 kHz center frequency,
deviation is consistent with the systematic offset observed in the previous scenario. The
156.25 Hz resolution (Af) provided by the 160 kHz sampling rate allows for clear isolation
of this component from the background noise floor, which remains below 6 dB.

Frequency Spectrum -40 kHz signal

14.00
12.00
10.00
8.00
6.00
4.00
2.00
0.00

0 10,000 20,000 30,000 40,000 50,000 0,000 70000 80,000 90,000

Amplitude (dB)
G

Frequency

Figure 3. Frequency Test considering 40 kHz signal acquisition.

4.3. Scenario 3—Simultaneous Ranges Validation

The final scenario considered simultaneous signal acquisition of both nominal frequen-
cies 12 kHz and 40 kHz, according to the scenario described previously, aiming to assess the
system’s reliability to distinguish and capture multiple frequency components. As depicted
in Figure 4, the FFT results clearly resolve two distinct peaks. Consistent with the system-
atic frequency deviation observed in the previous individual tests, the peaks are registered
at 12.81 Hz (bin 82) and 43.12 Hz (bin 276), while the amplitude and spectral integrity of
both components were maintained relative to the single-signal scenarios, demonstrating
the system’s robustness in multi-frequency environments without significant inter-band
interference, as illustrated in Figure 4 as follows:
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Frequency Spectrum-12 kHz and 40 kHz signal
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Figure 4. Frequency test considering 12 and 40 kHz signal acquisition simultaneously.

4.4. Dashboard Visualization and Real-Time Monitoring

To demonstrate the end-to-end functionality of the proposed IloT framework in a prac-

tical monitoring context, the processed data—FFT magnitude spectrum (in dB), detected
peak frequency, and corresponding voltage amplitude—are transmitted via MQTT and
ingested into the TIG stack. This enables real-time visualization, historical trending, and

remote decision support for the predictive maintenance of AMR rotary motor bearings.

Figure 5 presents a representative dashboard view captured during operational testing.

The interface is organized into several key panels:

FFT Representation: A time-series line plot displays the full magnitude spectrum (dB
scale) over recent acquisitions. The plot reveals the characteristic broadband ultrasonic
content typical of mechanical systems. Prominent spectral features are visible as
peaks and clusters, allowing operators to identify potential anomaly signatures (e.g.,
increased high-frequency energy or the emergence of fault-specific sidebands).
Magnitude Peak Value: A large numeric indicator highlights the maximum magnitude
observed in the latest FFT window (showing 13dB), providing an immediate quanti-
tative measure of ultrasonic emission strength. Elevated values relative to baseline
healthy conditions serve as a first-level alert threshold for incipient faults.

Peak Frequency Gauge: A radial gauge prominently displays the dominant frequency
of the strongest spectral peak, here registering 39.8 kHz ~ 40 kHz emitted by the
ultrasound sensor used for validation. This value falls squarely within the ultrasonic
range where early-stage bearing faults commonly manifest first (typically 20-60 kHz
for raceway /pitting defects under moderate speeds and loads). The gauge format
facilitates comprehensive monitoring by maintenance personnel, with color-coding
(green-to-red transition) to indicate deviation from expected healthy behavior.
Recent Measurements Table: A tabular panel logs timestamped entries including FFT
data ingestion time, peak voltage, and frequency values, enabling traceability and
post-event analysis.

https:/ /doi.org/10.3390/machines14030270
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The dashboard layout supports both real-time oversight and historical review (via
time-range selection and refresh controls), making it suitable for integration into AMR fleet
management systems. During testing, the system consistently captured and visualized ul-
trasonic content around 40 kHz—consistent with controlled HC-SR04 validation (Scenario 2
and 3)—while the low-latency MQTT-to-Grafana pipeline ensured near-real-time updates
(typically < 2s end-to-end delay).

This visualization layer transforms raw ultrasonic sensor data into actionable moni-
toring insights, allowing the remote detection of anomalies in early stages before audible
noise or vibration becomes significant, thereby reducing unplanned downtime in smart
manufacturing environments.

Figure 5. Developed dashboard for monitoring and data visualization.

5. Discussion

The experimental results demonstrate the effectiveness of the proposed architecture for
acquiring and processing high-frequency acoustic signals across both audible and ultrasonic
ranges, specifically at ~12 kHz and 40 kHz. With the employment of MEMS ultrasound
microphones, the potential for anomaly detection is revealed, providing a preliminary
baseline identifying components exhibiting ultrasound fault signatures (such as bearings
due to wear and lubrication issues). Therefore, the system’s development establishes a
condition monitoring framework that leverages IloT infrastructures for remote and real-
time data monitoring and data analysis, while also paving the way for modern maintenance
procedures aligned with Industry 4.0 principles.

Despite the system capturing peak frequencies, a notable observation in the experimen-
tal results is the systematic frequency shift (approximately 7%) across all scenarios. This
discrepancy is attributed to the effective sampling rate achieved by the microcontroller’s
software-triggered loop. For condition monitoring applications, this offset does not compro-
mise system utility, as the framework relies on detecting relative shifts and energy increases
in specific spectral bands rather than absolute frequency accuracy. The consistency of the
peaks confirms that the calibration routine provides a stable, repeatable baseline. Regarding
environmental robustness, while the MEMS sensor is omnidirectional and susceptible to
reflections—as seen in the minor spectral spreading in Scenario 2—the signal-to-noise ratio
remains sufficient to isolate primary mechanical components. In industrial environments,
the ultrasonic range is typically less crowded by ambient noise than the audible spectrum,
providing a “quieter” window for early-stage fault detection.

https:/ /doi.org/10.3390/machines14030270
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While leveraging aggregated time-series data for condition monitoring, with the po-
tential for pattern recognition and fault prediction, to fully realize the potential of this
framework for a more flexible, scalable, and interoperable system, especially within the
heterogeneous ecosystem that is Industry 4.0, the incorporation of standardized smart
transducer architecture demonstrates being essential. Thus, the IEEE 1451 standards de-
veloped by the Institute of Electrical and Electronics Engineers (IEEE) [12] emerges as
a viable solution for establishing a set of common interfaces for connecting transducers
from the most diverse manufacturers, and standardized data formats and communication
protocols while enabling transducer Plug-and-Play functionalities for self-identification,
self-configuration, data-processing, and standardized communication under the most di-
verse Industrial Communication Protocols (ICP). Additionally, the standards promote easy
transducer integration with reduced installation and configuration timing, along with
a faster solution for data acquisition and deployment with simplified maintenance and
replacement, reducing the system’s downtime and consequently increasing productivity
and efficiency performance [21].

The standard’s integration within the presented framework encompasses embedding
Transducer Electronic Data Sheets (TEDS) in Erasable Programmable Read-Only Mem-
ory (EEPROM), storing critical transducer metadata such as identification, calibration
parameters, measurement ranges, and manufacturer details, while enabling plug-and-play
features, including self-diagnosis and time-awareness, emphasizing adapting parameters
for evolving applications. Furthermore, a Network Capable Application Processor (NCAP)
would link the Smart Transducer Interface Module (STIM) to the communication network,
handling data conversion, triggering measurements, and ensuring raw data is transformed
into engineering units upon reading the TEDS [22].

Given the distributed nature of AMR fleets and the need for real-time data exchange
in IloT infrastructures, since in the presented framework, MQTT already facilitates data
transmission to the TIG stack, aligning with the IEEE 1451.1.6 [23] would standardize
topics, payloads, and quality-of-service levels, ensuring secure, scalable communication
across heterogeneous networks while addressing cybersecurity concerns through encrypted
channels and authentication mechanisms. Additionally, the NCAP could enable inter-AMR
communication via MQTT brokers, allowing fleet-wide anomaly sharing for collective
PdM intelligence. This integration not only resolves noted challenges in IoT adoption but
also opens opportunities for Al enhancements, such as edge-based ML models within
the NCAP for real-time anomaly classification, further reducing latency and bandwidth
demands. By leveraging these insights, the system gains robustness against vulnerabilities,
as proposed in the review’s cybersecurity solutions, including secure TEDS access and
protocol-level encryption [24].

The proposed architecture is illustrated in Figure 6 as follows:
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Figure 6. Proposed IEEE 1451 integration.

6. Conclusions

This paper presented the initial developments of a high-frequency condition moni-
toring framework designed to support future Predictive Maintenance (PdM) strategies for
Autonomous Mobile Robots (AMRs) in a smart factory environment. By utilizing Micro-
Electro-Mechanical System (MEMS) ultrasonic sensors for signal acquisition (>20 kHz),
the system successfully performs real-time edge processing via a 1024-point fixed-point
FFT on a resource-constrained microcontroller. The integration of an Industrial Internet
of Things (IIoT) infrastructure—comprising MQTT and the TIG stack—demonstrates a
reliable pipeline for remote data aggregation and visualization.

Experimental validation across the audible (12 kHz) and ultrasonic (40 kHz) ranges
confirms the framework’s capability to isolate high-frequency signatures. Although a
systematic frequency shift of approximately 7% was observed due to the effective sampling
rate of the software-triggered acquisition loop, the results maintain high repeatability and
spectral definition. This confirms that the architecture is suitable for detecting the relative
energy increases associated with early-stage bearing degradation, such as lubrication
starvation and micro-friction, which manifest in the ultrasonic spectrum before becoming
detectable via traditional vibration or thermal analysis.

Furthermore, the paper discussed the integration of IEEE 1451 standards, provid-
ing a roadmap for addressing sensor interoperability and scalability. By proposing the
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use of Transducer Electronic Data Sheets (TEDS) and Network Capable Application Pro-
cessors (NCAPs) with MQTT-compliant communication (IEEE 1451.1.6), the architecture
supports a transition plug-and-play functionality, self-configuration, and secure data ex-
change across heterogeneous devices, paving the way for modular AMR fleets in dynamic
industrial settings.

Future work will focus on transitioning from manual monitoring to automated diag-
nostics through the deployment of machine learning algorithms for anomaly classification.
Additionally, empirical testing will be conducted within real-world AMR operational cycles
under the GreenAuto project to assess the impact of dynamic movement and industrial
background noise on signal clarity. These developments aim to produce a resilient, stan-
dardized, and maintenance-efficient ecosystem for next-generation smart manufacturing.
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The following abbreviations are used in this manuscript:
AMR Autonomous Mobile Robots

ANN Artificial Neural Networks

CPS Cyber-Physical Systems
DCNN  Deep Convolutional Neural Networks

DFT Discrete Fourier Transform

DNN Deep Neural Networks

FFT Fast Fourier Transform

IDE Integrated Development Environment

IEEE Institute of Electrical and Electronics Engineers
IoT Industrial Internet of Things

IoT Internet of Things

KNN K-Nearest Neighbor

MEMS  Micro-Electro-Mechanical Systems

ML Machine Learning

MQTT  Message Queuing Telemetry Transport
PdM Predictive Maintenance
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