Cloud Services for Smart Farming: A Case Study of the
Veracruz Almond Crops in Portugal
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Abstract. Efficient use of resources is a critical factor in almond crops. Techno-
logical solutions can significantly contribute to this purpose. The VeraTech pro-
ject aims to explore the integration of sensors and cloud-based technologies in
almond crops for efficient use of resources and reduction of environmental im-
pact. It also makes available a set of relevant and impactful performance indica-
tors in agricultural activity, which promote productivity gains supported by effi-
cient use of resources. The proposed solution includes a sensor network in the
almond crops, the transmission of data and its integration in the cloud, making
this data available to be consumed, processed, and presented in the monitoring
and alerts dashboard. In the current state of the development, several data are
collected by sensors, transmitted over LoRaWAN, integrated using AWS IoT
Core, and monitored and analysed through a cloud business analytics service.
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1 Introduction

Population growth and climate change are the two major challenges for agricultural
production in the 21st century. The pressure to produce more with fewer resources im-
plies changes in production methods and in the efficient management of each method.
The Food and Agriculture Organization of the United Nations (FAO) recommends that
all agricultural sectors equip themselves with innovative techniques and tools, to adopt
and take advantage of digital technologies [1].

Thus, there is a growing commitment to precision agriculture, where the objective is
to optimize production per agricultural unit, using the most modern tools to achieve
better results in a sustainable approach.

The development of wireless sensor network technologies has been opening doors
to new ways of developing precision agriculture.

Currently, a multitude of monitoring systems and data generation are installed and op-
erating on many farms in the Beira Interior region, in Portugal. However, such systems



operate in a non-integrated way, so the potential of cross-information between image
captures and processing, the use of agricultural production factors, the planning of wa-
ter use, soil, evolution of crop productivity, pests and diseases, meteorology and human
resources is not achieved [2].

Current solutions do not supply such level of integration to group multiple data
sources and correlate it to extract useful information for supporting and providing de-
cisions. In general, the available solutions provide only closed islands of data (rain sen-
sors, tree counts, stem growth, etc.). Even sensors with a set of APIs available are not,
in fact, able to integrate information useful to optimize the agricultural planning solu-
tion. Moreover, the amount of data, due to its complexity and multiplicity, is not being
accompanied by processes that lead to comprehensive decision support systems for the
farmers [3].

The objective of this work is to develop and implement a model and present a solu-
tion based on Cloud services platforms for capturing multiple data from different
sources, as shown in Fig. 1, so that, through smart farming, precision agriculture, real
time monitoring and business intelligence solutions, they can introduce increases in
productivity and optimize the usage of resource in the almond cultivation process of
the VeraCruz orchards in Portugal.

Data gathered from Sensors

Semi-
structured
h Data
Data

Decision support
and Analytics

Business
Intelligence

Data Lake

/\_/

Fig. 1. Integration of several data source into a single decision support platform.

The use of Cloud platforms is a requirement for the development of an integrated deci-
sion support service for almond orchards. Given the variety of IoT cloud platforms
currently available, difficulties may arise in the process of selecting the one that best
suits the necessary requirements. A recent study was made in [4] and concluded that
the platforms that best suited a set of defined criteria are commercial solutions, and that
open-source platforms generally only provide basic functionalities. We compared the
features of commercial IoT cloud platform currently available from the main players in
the market: Amazon Web Services (AWS), Google Cloud Platform (GCP) and Mi-
crosoft Azure. The results are presented in Table 1.

From the analysis of Table 1, except for GCP that failed to comply with one require-
ment, the other two platforms have similar services and support and from that point of
view, it is difficult to choose. Recent studies have compared and analyzed the perfor-
mance of the platforms from simulations to identify which ones are more efficient when



exposed to different usage situations [5-7]. The results show that AWS is a better per-
forming cloud provider in serverless applications than Azure in constant workload.
Thus, AWS is the elected choice to implement our solution.

Table 1. Comparative analysis between three commercial cloud platforms for IoT applications.

Platform AWS GCP Microsoft Azure
Requiremen
Device manage- Yes Yes Yes
ment
Device simulation | Yes No Yes
Dashboards Yes Yes Yes
Alerts and warn- | Yes Yes Yes
ing configuration
Development Yes Yes Yes
(SDK and pro- AWS IoT Device Node.js, Python, Go, Azure IoT Hub SDK
gramming lan- SDKs and AWS Mo- Java, NET, Ruby and (C, C#, Java, Node.js,
guages) bile SDKs (C++, PHP Python)
Java, Javascript, Py- Azure IoT Hub REST
thon, Embedded C) API (Go, PHP)
Machine learning | Yes Yes Yes

Storage limits

Scalable. According
to the subscription.

Scalable. According to
the subscription.

Scalable. According to
the subscription.

Communication Yes Yes Yes

protocols MQTT, MQTT over MQTT, MQTT MQTT and AMQP
WSS — Websockets HTTPS MQTT and AMQP over
HTTPS WebSockets, HTTPS

Security Yes Yes Yes

(Access levels Encryption TLS/SSL TLS 1.2, Support Au- Support Authentication,

and permissions,
device authenti-
cation, encryp-
tion)

of the data transmis-
sion; Authentication
with X.509 certificate;
endpoints certificate

thentication, access con-
trol, security tokens, en-
crypted connections,
and digital certificates.

access control, security
tokens, encrypted con-
nections, and digital
certificates.

Besides the presented introduction, this paper is organized as follows. Section 2 pre-
sents the methodology used and details about Architecture and Implementation. Finally,
in Section 3 the conclusions and further work are presented.

2 Methodology

Considering the goals and requirements previously identified, a set of guidelines was
identified for defining the architecture of the solution. Thus, it must include the instal-
lation of a sensor network in the almond's plantation, the transmission of data and its
integration in the Cloud, and make these data available to be consumed, processed, and
presented in a monitoring, recommendation, and alerts dashboard and analyzed using
Business Intelligence algorithms.



2.1 Architecture

Four main modules of the architecture were identified, each of which includes several
components (see Fig. 2):

1. Sensoring;

2. Integration;

3. KPI identification and generation;

4. Visualization and decision support dashboards.

The architecture must allow the integration of all data from the sensors and devices
included in the “sensing network™ in the farm. It should also allow the integration of
various parameters from external data sources, such as data from farm machinery, data
from weather stations, data from and pest and disease detectors, and data about the use
of resources and on the characterization of production. This data must be integrated into
a data model on the Cloud to allow scalability. Data is later accessed through API by
the various application modules of the solution. This data model must be able to store
the data and must allow continuous evolution.

Fig. 2. An overview of the proposed architecture.

2.2 Implementation

Several wireless nodes are currently installed in the Veracruz Almond Crops, as shown
in Fig. 3. Sensors are collecting information from soil, air, almond trees, and critical
node parameters and sending data to a TTN (The Things Network) server using Lo-
RaWAN.



Fig. 3. Location of the sensors and gateway on the crop field.

Payload Encoder and Decoder

Sensing data from a wireless sensor network is an energy and time-consuming process.
In the specific case of LoRaWAN sensor connected through the TTN server, for
EU863-870 frequency band, the Regional Parameters 1.0.2 Rev B as used by the TTN
community network, define duty-cycled limited transmissions to comply with the Eu-
ropean Telecommunications Standards Institute (ETSI) regulations. As a rule-of-
Thumb, the TTN fair access policy allows for at most 30 seconds uplink airtime and 10
downlink messages per sensor, per 24 hours [8].

For the case of the almond crop wireless device, for sensors with integer output with
values greater than 255 (8 bits), the encoding process divides the variable into sections
of one byte each, starting by extracting the least significant 8 bits, and proceeding with
a bit-shift technique (8 bits) to extract the remaining sections of the variable. For a
sensor with analogue (float) outputs, the values are initially multiplied by 100 to store
information up to two decimal places, then the value is truncated to an integer, and then
follow an approach like the one used for integers. For sensor that may output negative
values (e.g., temperature), we set the most significant bit (bit 0) of the most significant
byte to represent the value sign: 0 is negative and 1 is positive.

AWS Integration

The TTN is integrated with the AWS IoT Core service, a highly scalable managed IoT
broker that can connect billions of IoT devices with cloud applications and other de-
vices [9]. This service is thus the data interface between the IoT devices and the devel-
oped applications.

Every time a sensor sends a message to the TTN, a copy of that uplink message is
relayed to the AWS IoT Core. Each IoT device publishes its messages in a specific
topic related to that device’s type. Incoming messages to [oT Core are fed to a set of
rules that filter the messages by subscribed topic, and then apply routing policies to
them. These rules can be configured with direct connectors to other AWS services such
as Dynamo DB, S3, Analytics and others. However, there is not a direct connector to



relational databases like Aurora, thus an intermediate layer (Lambda functions) is being
used to connect the rule to the Aurora database, as can be seen in Fig. 4.
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Fig. 4. Message routing path from TTN to Aurora database.

There are three different rules, one for each type of device. Currently the IoT network
comprises three types of IoT sensors: Dragino devices (for temperature and humidity),
soil devices (for temperature, humidity, and electrical conductivity) and water flow sen-
sors (volume and alarms). Each rule connects to its own lambda function, which inter-
cepts the messages, fetches some fields, and inserts them in the Aurora database. The
lambda functions are written in Node.JS and perform some additional pre-processing,
such as data quality checks, data format conversion and average calculation. These up-
link messages are sent by the TTN in a specific JSON format [10], which includes
multiple fields of the TTN itself, and specific fields that come from the IoT device’s
payload, embedded in the uplink_message section.

Table 2. Data fields fetched by the lambda functions.

JSON element Description

device_id TTN end-device identifier

latitude, longitude, altitude GPS coordinates of the device

received_at ISO 8601 UTC time

rssi Received signal strength indicator (dBm)

snr Signal-to-noise ratio (dB)

airtime Time-on-air, calculated by the network server

Some of the message fields are common to all the sensors whereas other are device
specific. Table 2 enumerates the common fields of the different devices, which are
fetched by all the lambda functions and sent to the Aurora database. The dragino IoT
devices, which publish message in the aws-dragino topic, send the additional fields
shown in Table 3:



Table 3. Data fields specific of the dragino device.

JSON element Description

BatV Battery voltage

Bat_status Battery status

Hum_ SHT Humidity (internal probe)
TempC_SHT Temperature (internal probe)
TempC_DS Temperature (external probe)

The soil sensors publish messages in the aws-milesight topic and have the following
specific fields:

Table 4. Data fields specific of the soil sensor.

JSON element Description

ec Electrical conductivity
humidity Humidity

temperature Temperature

battery Battery level

Finally, the water flow sensors publish messages in the aws-axiom topic and have the
additional fields shown in Table 5.

Table 5. Data fields specific of the water flow sensor.

JSON element Description
volume Water flow volume
reverseFlow, battery, leak, Binary fields used to transmit alarm conditions

permanent, burst, dry, low-
Temperature

A database represents a collection of data core for business, usually stored in digital
form. For the work present in this study, Amazon Web Services (AWS) were used.
AWS as DBaaS offers more than fifteen engines to support different data models: rela-
tional, key-value, document, in-memory, graph, time series, wide column, and ledger
databases [11].

After a detailed analysis of the data involved, several relationships between them
were identified that should be preserved, and due to the volume of data a relational
database — Aurora Database was selected, which made it possible to create meaningful
information by joining the tables. Additionally, relational databases allow users to use
stored procedures. A stored procedure is an object that can be stored in a database for
later use and can be used many times. Several stored procedures were created and were
called by other AWS objects that passed them a set of parameters. Stored procedures
evaluated these parameters and depending on the result obtained store the received data



in specific tables keeping the referential integrity and strong data consistency. This
stored data will be later used for creating dashboards (see Fig. 5) and key performance
indicators (KPI) to support the organization's decisions. Quicksight [12] was the AWS
service selected for creating dashboards with relevant visualizations for users to gain
insights from the data.
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Fig. 5. Section of the dashboard showing temperature and humidity values.

3 Conclusions

This paper presented a case study on the use of Cloud services in the scope of precision
agriculture that combines the use of state-of-the-art technological innovations to sup-
port the decision-making for the promotion of better working techniques, promotion of
better use of natural resources and the protection of the environment in the Beira-Baixa
region of Portugal. With the rapid growth in technology, there is a continuous oppor-
tunity to manage agriculture data and present it in dashboards to allow an interactive
analysis of data, enabling stakeholders to obtain insights to support their decisions. Ac-
tivating loT-based alarms can prevent damage in cultures, like a flood in productive
areas. Systems accuracy can improve by choosing reliable sensors which fit in the ap-
propriate cloud services.
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