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I N

Abstract: 5G Mobile Adhoc Networks (5G-MANETs) are a popular and agile solution for data
transmission in local contexts while maintaining communication with remote entities via 5G. These
characteristics have established 5G-MANETs as versatile communication infrastructures for deploy-
ing contextual applications, leveraging physical proximity while exploiting the possibilities of the
Internet. As a result, there is growing interest in exploring the potential of these networks and their
performance in real-world scenarios. However, the management and monitoring of 5G-MANETs are
challenging due to their inherent characteristics, such as highly variable topology, unstable connec-
tions, energy consumption of individual devices, message routing, and occasional inability to connect
to 5G. Considering these challenges, the proposed work aims to address real-time monitoring of
5G-MANETSs using a connection-aware Digital Twin (DT). The approach provides two main functions:
offering a live virtual representation of the network, even in scenarios where multiple nodes lack
5G connectivity, and estimating the performance of the infrastructure, enabling the specification of
customized conditions. To achieve this, a communication architecture is proposed, analyzing its
components and defining the involved processes. The DT is implemented and evaluated in a labora-
tory setting, assessing its accuracy in representing the physical network under varying conditions
of topology and Internet availability. The results show 100% accuracy for the DT in fully connected
topologies, with ultra-low latency averaging under 80 ms, and suitable performance in partially
connected contexts, with latency averages below 3000 ms.

Keywords: digital twin; 5G mobile ad-hoc networks; communication architecture; quality of service

1. Introduction

5G Mobile Ad-hoc Networks (56G-MANETSs) is a communication paradigm that lever-
ages dynamic mobile devices to transmit information locally while utilizing the 5G network
interface for remote communications [1,2]. These networks are particularly suited for
deploying contextual applications that exploit physical proximity between devices for
direct communication. The integration of 5G enhances their capabilities, enabling seamless
access to Internet-based services and cloud resources. This combination of local ad-hoc
networking and global 5G connectivity allows 5G-MANETs to provide efficient, scalable,
and reliable solutions for real-time applications, autonomous systems, IoT deployments,
and smart city environments, offering enhanced mobility, low latency, and high data rates
for both local and remote interactions [1,2]. As a result, there is increasing interest in
providing techniques to manage and monitor these networks [3]. However, the inherent
characteristics of 5G-MANETSs pose significant problems.

Effective management and monitoring are relevant challenges in 5G-MANETs [3,4].
One key challenge is the highly variable topology, where nodes frequently move, join,
or leave the network, making it difficult to maintain stable communication paths. This
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dynamic environment also leads to unstable links between nodes, resulting in intermittent
connections and degraded communication quality [3]. The energy consumption of mobile
devices is another critical concern, as continuous communication and dynamic routing can
quickly deplete battery life, impacting network longevity [4]. Additionally, the dynamic
routing of messages introduces complexity, as routes require constant recalibration to
adapt to node mobility and changing network conditions [1]. Finally, 5G disconnections
in nodes, caused by signal loss or network coverage gaps, can disrupt both local and
remote communication.

Monitoring is a critical task in 5G-MANETs, enabling the evaluation of Quality of Ser-
vice (QoS) and helping to identify key contextual variables that influence performance [4,5].
This is especially relevant in the implementation of routing protocols, where assessing
performance requires the continuous monitoring of network resources. Thus, metrics such
as latency, delivery probability, overhead, and hop count become significant variables
to collect [4,6]. However, monitoring 5G-MANETSs poses unique challenges, particularly
due to their dynamic topology and the constantly shifting interactions between nodes,
which make the accurate calculation of performance metrics difficult [6]. Additionally, the
demand for ultra-low latency and precision in modern communication systems further
intensifies the need for advanced monitoring tools that can provide real-time insights in
challenging environments [3]. In this context, the widespread adoption of 5G technologies
has become a game-changer for communications.

5G offers extensive coverage, fast data transmission with minimal delay, and robust
support for real-time data streams [2]. Consequently, 5G is highly compatible with MANETs,
particularly because of its ability to integrate with sophisticated monitoring frameworks
like Digital Twins (DTs) [7,8], which can significantly improve monitoring precision and
overall network performance [9].

DTs serve as digital replicas of physical assets, faithfully reflecting their real-time
performance and operational conditions to ensure a high degree of accuracy [10]. These
digital models rely on ultra-low latency communication mechanisms, enabling the creation
of virtual entities that closely mimic the behavior and processes of their physical coun-
terparts [10]. This replication is not limited to static properties but extends to dynamic
interactions, ensuring that the virtual entity mirrors the physical system’s ongoing activities
in real-time. By integrating comprehensive data from physical entities, these digital twins
can capture operational actions such as performance fluctuations, environmental changes,
and system status variations. DT technology has found successful applications across vari-
ous domains, including industrial operations [11], where it aids in monitoring distributed
systems [12], and in healthcare, where it is used to represent and analyze complex biological
entities [13].

However, DTs offer more than just monitoring capabilities; their core value lies in
their ability to simulate and predict system behavior by manipulating the virtual coun-
terpart. This predictive functionality allows for proactive optimization and informed
decision-making, empowering users to evaluate the effects of potential changes on system
performance without directly interfering with the physical asset. The ability to foresee
and address potential issues, as well as optimize operations based on virtual testing, is a
significant advantage of DTs.

Considering these advances, DT can significantly enhance the monitoring of MANETs
by creating real-time virtual representations of the network. This enables continuous
tracking of node behavior, dynamic routing, and resource allocation. As a result, relevant
data, such as network performance and issue detection, can be effectively gathered. These
capabilities lead to proactive management and optimization of the MANET, which is
especially useful given the inherent challenges of these networks [14].

In light of these strengths, this paper proposes the deployment of a DT over 5G
networks to tackle the challenges of monitoring 5G-MANETSs, leveraging the advanced
capabilities of DTs to enhance network management and performance evaluation.
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The proposed work focuses on providing a connection-aware communication ar-
chitecture to monitor 5G-MANETs using a DT. This approach offers a real-time virtual
representation of physical networks, updating the topology and displaying communication
processes. Based on the collected network events, the proposal integrates a simulation core
to estimate the impact of customized configurations on performance. For this, contextual
applications may be deployed on physical nodes, which individually manage local connec-
tions within the 5G-MANET, while continuously updating the DT with network events
via the 5G infrastructure. However, considering the challenges inherent to 5G-MANETs,
such as node mobility and varying deployment contexts, connectivity losses can occur [3],
which may hinder the network’s ability to keep the DT updated.

The lack of Internet access in the 5G-MANET affects the DT’s accuracy in representing
changes in topology, reporting data traffic, and maintaining communications. To address
this issue, the proposed solution defines a connection-aware routing technique, enabling
disconnected nodes within the topology to communicate with online nodes that act as
gateways for the network. This routing strategy determines the shortest path between
disconnected devices and those with Internet access, based on local control messages that
manage the hops required to reach online nodes. As a result, the technique aims to keep
the DT updated during disconnection periods, addressing the challenge of connectivity
interruptions in MANETs.

To assess the accuracy of the proposal and its technical viability, a proof-of-concept
is implemented and evaluated under multiple testing scenarios. In these tests, a physical
5G-MANET is monitored, analyzing the latency of the DT and comparing the estimated
QoS results with the actual ones. As a result, experiments show that the proposal provides
a reliable DT.

The paper is organized as follows: first, Section 2 details the most relevant proposals
in the DT field for 5G-MANETs; then, Section 3 provides an overview of the proposal,
including the architecture and connection-aware routing. After this, Section 4 analyzes the
QoS of the communications between the network and the DT, comparing the outcomes
obtained in each. Finally, Section 5 presents the main findings of the approach and outlines
the next steps in the research.

2. Related Works

Monitorization of 5G-MANETs has motivated a large collection of works over the
years [5]. These approaches provide a set of outcomes and variables about the network,
enabling a deep understanding of the communication processes and the impact of con-
textual events. However, most of these works focus on evaluating the performance of
routing protocols, instead of monitoring the global actions of the network [5]. Also, most of
the proposals are centered on providing customized virtual scenarios, mainly due to the
significant reduction in time and resource investment regarding physical testbeds [15].

In monitoring approaches, the main focus is on the performance evaluation of routing
protocols, especially in simulations [4]. This is mainly due to the significant reduction in
costs and time regarding real testbeds [4,15]. As a result, it is possible to appreciate that
most of the monitoring tools are focused on virtual contexts [4,6,15-18]. However, there
are relevant works that aim to respond to the necessity of representing the events of the
MANET [7,8,19,20].

The work proposed in [19] provides a communication architecture focused on moni-
toring real-time events from sensors, aiming to proactively detect hazards from landslides.
For this, a MANET is applied to broadcast notifications to the nearby population while
utilizing cellular communication to monitor the resulting topology. Thus, the approach
combines the monitoring of fixed sensors with the study of MANET behavior. Following
a similar approach, the proposal in [20] analyzes the use of ad-hoc networks to monitor
critical contextual variables, specifically using MANETSs to notify emergencies. In both
cases, the monitoring processes involve MANETSs but are not focused on providing detailed
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performance analysis. Additionally, disconnections between nodes are not considered in
the operation and are instead regarded as potential challenges [20].

Other works utilize MANETs for communication and system monitoring. In the
work [21], these networks are applied to communicate with Internet of Things (IoT) systems.
A connection-aware routing protocol is proposed, which monitors the global topology
and active connections. This ensures the availability of communication paths, while also
considering energy consumption. As a result, the protocol selects the most suitable path
within the topology.

Similarly, the proposal in [22] applies MANETs in healthcare environments. This
scenario is particularly relevant due to its demands for real-time transmissions, which
are addressed using a routing protocol. However, the advances in low latency are not
oriented toward providing an interoperable architecture. In the case of [8], the work
proposes an entity tracking solution to monitor targets in critical scenarios using swarms of
Unmanned Aerial Vehicles (UAVs). While UAVs are coordinated to monitor the presence
of entities, this approach is not a suitable solution for monitoring generalist MANETs.
However, the system introduces significant advancements in prediction and real-time
management of events. Consequently, these monitoring approaches do not fully address
global monitoring requirements and the challenges of disconnections. Nevertheless, there
are some implementations that combine DT and MANETs.

DT has become one of the most relevant research lines in recent years, revolutionizing
a wide range of industries by offering unprecedented capabilities for real-time monitoring,
simulation, and optimization of physical processes. Its applications across fields such as
industry [23], healthcare [24], autonomous mobility [25], and communications [26] have
positioned DT as a disruptive paradigm for improving the monitoring and virtual repre-
sentation of physical processes and systems. In the realm of communications, DT has been
investigated in various studies, particularly with a focus on MANETs [14], networks [7]
and Mobile Edge Computing (MEC) [25,27,28].

The work proposed in [14] explores the application of a DT to enhance routing infor-
mation in a smart city context. The virtual representation of the topology is used to restrict
the communication area and reduce unnecessary control traffic in the network. For this,
precise monitoring of node locations is applied, utilizing individual cellular networks to
transmit control data. This solution is a successful technique that aligns DT with ad-hoc
networks. However, the proposal does not include any mechanisms to handle potential
disconnections in the network. As a result, this study assumes constant connection avail-
ability, allowing nodes to share their location and computational resources at any time.
Therefore, despite its valuable contribution, the work is not operable in contexts where
coverage is unstable.

In the case of [7], the work explores a federated DT framework for improving real-time
imitations of mobile systems like UAVs. This proposal addresses the challenge of capturing
the high dynamics of mobile networks. To achieve this, the federated approach enhances
accuracy and reduces latency in DT models for UAV-based tracking. However, despite
UAV networks sharing several challenges with MANETSs, the proposal does not fully align
with their specific characteristics

Works such as [27,28] explore the role of DT in offloading techniques while preserving
energy consumption. In the case of [27], the proposal focuses on calculating deviations
between pre-decision configurations and the worst-case scenario. Thus, a DT is used to
calculate the optimal setup to minimize latency and energy consumption. Similarly, alterna-
tives such as [28] apply Deep Reinforcement Learning (DRL) to define the optimal network
configuration. In addition to research in MEC, the work proposed in [25] introduces a DT
to enhance autonomous vehicles’ ability to change lanes effectively.

Considering the addressed proposals, there is no perspective focused on providing
a global architecture to monitor 5G-MANETs while enabling adaptation to the network’s
changing topology. Since most works concentrate on providing contextual applications,
this proposal aims to address the growing need for a global real-time monitoring tool for
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5G-MANET;, tackling the well-defined challenge of their dynamic and nondeterministic
behavior [20]. The main contributions of this work are detailed next.

¢  The proposal aims to provide a DT-based monitoring architecture focused on real-time
virtual representations of 5G-MANETs. Specifically, the work proposes a solution
that enables integration in multiple local contexts, utilizing 5G technology to reduce
latency and empower devices with autonomous communication.

*  The work accounts for occasional disconnections of nodes due to mobility or lack of
5G coverage. In these cases, the proposal applies a distance-based routing protocol
that enables routing control information to keep the DT updated.

*  The proposal has been evaluated in a proof-of-concept implementation, analyzing the
impact of contextual variables such as cellular network availability and varying topologies.

Considering these claims, the next section addresses the details of the proposal, pro-
viding an overview of the system, analyzing the components involved in the architecture,
and discussing context-aware routing.

3. Connection-Aware DT for 5G-MANETs

This paper aims to provide an accurate virtual representation of 5G-MANETs deployed
in physical scenarios, enabling the precise monitoring of network events and resources.
To achieve this, a DT is applied to represent the set of nodes, their connections, and the
transmitted messages. DT technology enables the continuous synchronization between
the physical network and its digital counterpart, allowing real-time monitoring, analysis,
and simulation of network conditions. Through this digital replica, it becomes possible to
observe the behavior of individual nodes, track data transmission patterns, and perform
potential network simulations. Given the dynamic nature of the nodes and the potential
variations in the availability and strength of the 5G signal, the proposal includes routing
mechanisms to transmit information from disconnected nodes using connected devices
such as gateways. To detail the operation of the proposal, this section addresses the
overview of the system, the architecture and components behind its functioning, and the
proposed routing algorithm for information transmission.

3.1. Overview

5G-MANETs are a suitable solution to support the deployment of contextual applica-
tions, relying on the physical proximity between dynamic nodes. However, the mobility of
the devices and the potential variability in the topology make communication performance
critical to measure. 5G technology enables the transmission of real-time information about
network events, enhancing centralized monitoring of resource consumption and QoS. Con-
sidering the capabilities of these networks, this paper introduces a DT for 5G-MANETs,
providing a suitable solution to study the overall productivity and enabling a real-time vir-
tual representation of the physical devices. Furthermore, the proposal addresses potential
connectivity interruptions caused by the inherent dynamic mobility of the nodes and the
wide variety of contextual scenarios. Figure 1 provides a detailed visual overview of the
work, including the representation of the physical network and its virtualization in the DT.

In Figure 1, a 5G antenna (1) provides Internet access to three different MANETs
deployed in physical contexts, represented by numbers 2, 3, and 4. In the case of 2, three
mobile devices are connected to the 5G network, providing real-time information about
their active links, as well as contextual data such as current energy consumption, the
creation of new messages, and the reception and delivery of messages. As a result, the
DT is able to provide an accurate representation of the communications (2"). However,
MANETs may be deployed in scenarios that challenge communication infrastructures,
such as underground environments, represented by number 3, and remote rural areas,
represented by number 4. In both cases (3 and 4), two devices form the network, but only
one is able to connect to 5G. Thus, disconnected nodes provide their individual contextual
data to the connected devices, which act as gateways to transmit the data to the DT (3’
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and 4’). Consequently, the connection-aware DT is able to maintain an accurate real-time
representation of the MANETSs, utilizing opportunistic routing [4].
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Figure 1. Overview of the DT for 5G-MANETs.

Based on the information captured by the DT, it is possible to achieve reliable rep-
resentations of the MANETS, using virtual entities (2, 3/, and 4’ in Figure 1). These
representations enable the detailed monitoring of the communications, as well as the pre-
diction of the potential impact of changes in the network. To conduct this, the DT allows
modification of contextual variables such as the number of nodes involved in the network,
their Internet availability, the network traffic, and the topology. As a result, the DT makes
use of simulation features such as mobility patterns and scenario customization to provide
QoS analysis of the variations, enabling the study of the impact of these changes.

Considering the proposal, the work aims to provide a solution that combines con-
textual communication technologies such as Bluetooth, WiFi, and 5G, while applying
simulation techniques to estimate the performance of the MANETS after applying changes.
To understand the integration of the different technologies, the next subsection addresses
the global architecture of the proposal.

3.2. Architecture

The proposed solution requires the coordination of multiple technologies in two main
contexts: the local scenario and the DT scenario. The first represents the set of components
needed to form 5G-MANETs in physical scenarios, including the wireless interfaces and
individual performance reports. In the case of the DT, it is necessary to obtain updated
reports about network events, aiming to provide users with a real-time representation of
the 5G-MANETs. At the same time, additional components are used to customize context
and network variables, including estimates of their impact on QoS and performance.
Considering this, Figure 2 represents the global architecture of the proposal.



Future Internet 2024, 16, 399

7 of 22

Modified Estimated
@ User scenario @report
A . A
1 A 4 r'
! Global
. . oba
Monitoring Core - @ report &) simulation core
Database O Graphical Simulated mobility model
All network events. = representation Uptades the topology based
on the user instructions.
Real Time Real Time Routing
Mobility Model Protocol Simulated routing protocol
Updated representation || Message creation and Perform message routing based
of the topology. transmissions. on the election of the user.
MQTT Topic "Links" Topic "Messages" Topic "Context"
o< Jlinks/manetID/nodelD ™M pnoden | | B DinodelD
Digital Twin f
1
II@ Mobile device ! Updated
il Node ! Local report
) '
~el ull il Mobile Network Interface
1 ~ Transmission of updated reports, | |
1 @ including new links and messages.
PR T Local
' - = * Report
|I||@ P @ E}‘E}}i Deployed Contextual Application I--) i
L d —
ull ; =
' ~~a Bluetooth Interface o3
Scanning, connecting and > ‘Z]
txg 5G-MANET transmitting in the local context.
Physical Network

Figure 2. Architecture of the proposal, detailing the components for physical 5G-MANETs and the DT.

The local context is shaped by the nodes of the physical 5G-MANETs. These devices
are responsible for functioning as communication elements that enable the deployment
of contextual applications, requiring both local and remote communications. Thus, it is
possible to distinguish two main communication contexts: the local context, where nodes
in the 5G-MANET communicate and the remote context, where the DT is executed.

On the one hand, local communications refer to the interactions that occur within
the MANET, involving connections between nodes and the transmission of data. The
physical proximity between devices makes the deployment of contextual applications
feasible, making it appropriate to apply a local wireless interface that can be managed by
the devices themselves. In this way, interactions can occur involving only those entities
relevant to the context, optimizing the intervention of external components. As a result,
Bluetooth, Bluetooth Low Energy (BLE) [29], or Wi-Fi become potential options, as they
are interfaces supported by mobile devices and are suitable for their constrained resources.
Alternatively, 5G may also serve as a solid option for communications in local contexts,
providing two suitable operating modes [30]: communications with remote entities and
5G Device-to-Device (D2D) [30]. In the first case, 5G may involve additional entities in the
communication, apart from the sender and receiver. This is the case for remote servers,
which leads to redundant resource demand for transmissions that involve only two devices
in close physical proximity. In the case of 5G D2D, it could be a potential option for
providing local communications. However, this technology is still under development,
with only conceptual and theoretical designs currently available [30,31]. Furthermore,
additional factors, such as the predicted energy consumption in nodes, imply that it is a
less universally applicable solution [31].

On the other hand, for remote communications, 5G is an appropriate technology. This
interface allows mobile nodes in 5G-MANETs to use the cellular network to maintain
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communication with the DT, keeping the entity updated about network events with low-
latency transmissions.

In addition to the use of these wireless interfaces, a local reporting component is

required to coordinate monitoring actions. The components are described as follows:

Contextual application. Nodes in 5G-MANETs may execute applications that exploit
the possibilities of contextual interactions. Thus, they can be focused on multiple
purposes and serve as sources of interactions for the proposed DT.

Local wireless interface. This component is responsible for providing data transmis-
sions in local contexts. Considering the communication requirements of MANETS,
limited-range wireless interfaces are suitable for enabling the transmission of informa-
tion between nodes while providing reliable contextual data. For this, options such
as Bluetooth, BLE, or WiFi are suitable, depending on the application’s requirements.
In the architecture, this layer provides contextual information to the individual local
reports of the nodes, including data such as new connections and disconnections, as
well as performance variables like signal strength.

Local report. This component performs two main functions: managing and moni-
toring the network events executed by the node and providing structured storage
for communication statistics. On the one hand, it handles the node’s interactions,
including managing routing processes and the creation, reception, and delivery of
messages. On the other hand, the structured storage of this information enables the
identification of new interactions, allowing for early notification of events to the DT via
the 5G interface. For this, cache storage is used to keep the latest updates of the node.
5G interface. The low-latency properties of 5G enhance the potential application of DT
to monitor MANETSs. In this way, when the local report updates network variables,
changes are transmitted to the DT, ensuring a reliable representation of the nodes.

As a result, the components integrated into the nodes foster the monitoring of 5G-

MANETSs, providing updated and accurate information about the events in the network to
the DT. Meanwhile, the DT is executed remotely on a cloud server and consists of two main
components: the monitoring core, responsible for simultaneously monitoring multiple
physical 5G-MANETSs, and the simulation core, which provides customized configurations
of the physical networks. Next, each of these components is addressed.

Monitoring core. This component is responsible for managing the virtual representa-
tion of the physical 5G-MANETs, including handling incoming communications with
updates in the network topology, displaying information about data traffic, generating
performance reports on QoS, storing historical information, and providing real-time
graphical representations. The following set of sub-components is involved:

- MQTT Interface. This entity is responsible for receiving incoming communica-
tions from the physical nodes of the 5G-MANETs. Several topics are provided,
enabling the specification of the alive links associated with each node, the cre-
ation, sending, and reception of messages, and the transmission of contextual
information about the devices. MQTT technology enhances real-time communi-
cation, providing low-latency data transmission.

- Real-time mobility model. Based on the information about links received by
the MQTT interface, the mobility model manages the topology of the virtual
5G-MANET. In this way, it is possible to track the connections between nodes
and additional contextual variables, such as signal strength.

- Real-time routing protocol. Using the data received by the MQTT interface, this
component is responsible for representing the creation, reception, and delivery
of messages between nodes in the 5G-MANET. This allows for tracking the latest
data transfers, including those successfully completed and those that failed.

-  Database. This component is responsible for storing all network interactions
received by the MQTT interface. The database is implemented following a
relational paradigm, considering the structured nature of the data. As a result,
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registering historical information about network events provides a valuable
source of knowledge about network behavior, especially useful for Artificial
Intelligence (Al) purposes.

Global report. Based on the information stored in the database, the global reports
provide an updated summary of network performance, including QoS variables
such as delivery probability, latency, overhead, and hop count. Considering the
variety of variables involved in the report, Table 1 details the collection.

Table 1. Variables collected from the network to represent the DT.

Report Name Description

This variable stores the communication encounters between devices,
identifying multiple contextual variables such as the source and

Connections report destination nodes, the time up and down, the Received Signal

Strength Indicator (RSSI), and the latency of the link. This allows
the historical topology of the 5G-MANETs to be tracked.

Generated message report

This report records the number of messages generated in the
network. Variables such as the sender and destination node,
generation time, message size, Time-to-Live (TTL), and content are
included. This information is critical for calculating QoS metrics.

Given the ad-hoc nature of 5G-MANETSs, nodes often replicate

Copied messages report messages due to routing strategies. This variable collects all

replicated messages in the network.

This report provides a set of contextual information about the

Contextual data report devices in the 5G-MANET. It includes the battery level, energy

consumption, and CPU usage.

Based on the information collected by the connections report,
generated message report, delivered messages report, copied

QoS Report messages report, and contextual data report, a set of QoS variables

are calculated: delivery probability, average latency, overhead, hop
count, average battery consumption, and average buffer availability.

This variable measures the percentage of created messages that

Delivery probability have been delivered.
This variable indicates the average time elapsed since a new
Latency . o . . -
message is created and is finally delivered to its destination.
Overhead Represents the ratio between the number of messages copied in the
network and the number of messages delivered to their destination.
Hop count This value represents the average number of hops required to

deliver a message.

Graphical Representation. Based on the components of the real-time mobility
model and real-time routing protocol, the graphical representation provides
users with a virtual depiction of the network. This function enhances the un-
derstanding of physical interactions by including the real-time topology and
communication events between nodes.

Simulation core. This component is responsible for evaluating the impact of cus-
tomized modifications on the performance and QoS of the virtual networks. Thus,
the user is able to change contextual variables to explore their potential influence on
the global reports, comparing the outcomes with those obtained from the physical
network. As a result, those features enable a detailed simulation of variations, ex-
ploring alternative configurations of the 5G-MANET and providing the user with
estimations of their impact. To achieve this, there are two main sub-components that
enable this task:

Modification of the scenario. This input enables the user to specify new network
conditions, including variations in the topology, selection of the routing protocol,
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definition of additional network conditions, and modification of contextual data
for each node. Considering the variety of these inputs, Table 2 details the set of
customizable variations.

Table 2. Customized variables to configure scenarios in the DT.

Variable Name Description

The topology can be adapted by modifying the number of nodes
involved and adding or reducing the number of integrated devices.
Connections between nodes can also be configured by specifying
particular mobility models.

Topology

The routing strategy applied by nodes can be modified to analyze

Applied routing algorithm its performance.

To analyze the capability of the network under challenging
5G connection availability ~ conditions, it is possible to configure the 5G availability in the nodes,
enabling the application of connection-aware routing strategies.

Additional variables such as battery level, storage availability, or

Contextual variables the local interface range can be configured.

- Estimated reports. Based on a simulation of the virtual network, executed under
the provided conditions, the DT provides estimated reports on performance and
QoS, following the same variables reflected in Table 1. The collection of accurate
and detailed data about historical network events enhances these estimations.

Considering the described architecture, the proposal provides accurate virtual repre-
sentations of physical 5G-MANETs and offers detailed estimations for customized varia-
tions. Nevertheless, the dynamic nature of mobile nodes in the physical network may lead
to significant changes in topology and 5G availability. Some contexts, such as underground
scenarios and isolated rural locations, may result in Internet disconnections for nodes,
preventing real-time updates of the DT. In light of this situation, the following subsection
details the synchronization strategy proposed.

3.3. Connection-Aware Synchronization of the DT

The dynamic nature of the nodes in MANETSs leads to a potential scenario where some
nodes lack 5G access. This context prevents the transmission of the latest updated local
report entries, resulting in a decoherence that affects the accuracy and fidelity of the DT.
Since variable coverage is assumed to be an inherent challenge of 5G-MANETs, it is impor-
tant to address these contexts to minimize their impact on the digital representation. To this
end, the proposal includes a connection-aware strategy to opportunistically synchronize
the information. As Figure 3 illustrates, two main potential topologies can be found: full
online and partially online.

A full-online topology defines the ideal case: all nodes in the 5G-MANET are connected
to the Internet, providing the DT with new events in real time. In this case, it is not necessary
to apply routing mechanisms to avoid disconnections, as nodes can individually provide
their data.

In the case of a partially-online topology, the accuracy of the DT may be affected
because some nodes in the MANET are unable to transmit their local events to the cen-
tralized MQTT interface. As a result, some nodes in the network remain connected to 5G,
while others face disconnections. For these situations, a distance-based routing strategy is
proposed, using online nodes as gateways for the local reports from offline devices, aiming
to transmit the information to the nearest online node. This process is carried out in two
phases: recognition of the optimal path and the transmission of the local records to the
connected node.
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Figure 3. Topologies of MANETs and the applied strategy according to the presence of online nodes
in the network.

Recognition of the optimal path. Algorithm 1 proposes a routing strategy to transmit
network data from offline nodes to connected devices, based on proximity. Figure 4
illustrates a potential scenario for this approach: four nodes (Gateway and Offline
Nodes 1, 2, and 3) are distributed in a context, forming a local topology. In this case,
only one of the devices has a 5G connection, while the others are not connected to the
Internet. To address this situation, the Gateway node communicates with connected
devices to notify them of its online status (step 1). The message includes the distance
to the destination, which is zero in this case. As nearby devices receive the notification,
they broadcast the message to their connections, incrementing the distance by one unit
(step 2). As a result, second-level nodes receive the message, identifying the connection
with the shortest distance as optimal. Hence, when Offline Nodes 2 and 3 receive their
mutual distances (a distance of 3), their connection with Offline Node 1 is identified
as optimal (a distance of 2). Using this strategy, it is possible to define an optimal path
to communicate the reports generated by offline nodes to connected devices.

Q4
1
D Gateway O Offline

1 Node 2

1
(]
D""@-——-\ Offline
Offline A g Node 3
Node 1

0 l Distance O Step

Figure 4. Connection-aware strategy for partially-offline topology.
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e  Transmission of the local records. Once a path is established between offline nodes
and online entities, devices are able to transmit new events from their local reports to
the MQTT interface using intermediate nodes. This technique is dynamic in response
to changes in topology, as it can detect disconnections and abrupt changes in links.

Algorithm 1 Routing strategy to provide network information in partially connected 5G-
MANETs
Require: [ as 5G interface, B as local wireless communication interface.
1: while LinternetDown() is true do
2: connection <— B.receiveConnectionDatal()
3 newDistance < connection.getDistance() + 1
4 if newDistance is 1 then
5 newDistance < connection.get
6: else
7
8
9

if newDistance < currentDistance then
currentDistance < newDistance

end if
10: B.broadcastConnectionData(B.connections() — connection)
11: end if

12: end while

Alternatively, there may be contexts where all nodes in the topology become discon-
nected from 5G. In these cases, it is possible to route information toward the last online
node; however, its eventual permanent disconnection would lead to harmful energy con-
sumption. As a result, fully offline topologies become impractical for providing a reliable
virtual representation in the DT. For such cases, it would be possible to estimate reports
based on the simulation core, though this approach assumes the possibility of deviations.

Considering the description of the proposal, its architectural components, and the
context-aware strategy, the next section presents the experimental results obtained from a
proof-of-concept implementation of the proposal.

4. Experimental Results

Assessing the performance of the proposed work involves evaluating the accuracy of
the virtual representation in relation to the physical network. Additionally, considering
the connection-aware capability of the proposal, evaluation scenarios vary 5G availability
to test the impact of disconnections and the effectiveness of the routing strategy. For this
purpose, a proof-of-concept of the proposal has been implemented, utilizing the core of
The ONE Simulator [32] to perform visual representations of the network and execute
customized scenarios. This section describes the implementation, details the evaluation
setup and analyzes the obtained results.

4.1. Proof-of-Concept Implementation

The implementation of the architecture has been carried out using two main elements:
a smartphone application and a customized version of The ONE Simulator. These elements
are detailed below:

*  Smartphone application. The proposed application is based on a modification of the
tool provided in the work [4]. For this proof-of-concept, the application manages
communications in the physical 5G-MANET, acting as a simple message chat between
local devices. The application generates random new messages at fixed intervals of 5 s,
with a random destination selected among the nodes in the 5G-MANET. The selected
routing algorithm is Epidemic Routing [33], due to its intensive use of encounters and
data duplication. Local communications are handled using BLE to discover surround-
ing devices and Bluetooth to transmit information. These technologies are applied as
alternatives to WiFi, as WiFi-Direct and WiFi Ad Hoc impose challenging restrictions:
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WiFi-Direct requires a centralized node as a group manager, which impedes the appli-
cation of dynamic and ad-hoc topologies [34], while WiFi Ad Hoc requires root access
for smartphones [35]. As a result, Bluetooth provides a flexible wireless interface for
ad-hoc transmissions [36]. Finally, the application logs all individual events in the
network, enabling the eventual performance assessment of QoS metrics. It is also
responsible for communicating updates to the MQTT interface using 5G.

e DT As Figure 5 shows, the proof-of-concept integrates the minimal components to
provide a functional version of the DT. It has been implemented using The ONE
Simulator to enable quick integration of visualization and simulation tasks into the
proposal. Two main customized elements have been implemented, utilizing the
real-time information received by the MQTT interface: a real-time mobility model,
responsible for updating node positions, and a real-time routing protocol, which
manages messages. Finally, the graphical representation enables the visualization of
the scenario.

On the other hand, simulation tasks are handled by the default simulation core of
The ONE Simulator. In this way, users can configure contextual variables such as the
mobility model, topology, and routing protocol.

n { } Modified Estimated
‘ User scenario report

1 1
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A
1
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°<8 /links/manetiD/nodelD E/messages/manerlD/nodelD B /context/manetiD/nodelD

Proof of concept Digital Twin

Figure 5. Architecture of the DT in the proof-of-concept.

The proposed proof-of-concept represents an initial implementation to assess the
platform’s capabilities and its performance in an evaluation scenario. The following section
describes the evaluation setup of the proposal.

4.2. Evaluation Setup

The assessment of the proposal has been conducted in a laboratory context, using
four physical smartphones to form the 5G-MANET. Additionally, a laptop is used to
execute the DT. The experimental design focuses on evaluating the accuracy of the virtual
representation in the DT, analyzing the update time and the accuracy of the calculated
performance for the 5G-MANET. As a result, the evaluation scenario considers two main
variables: the 5G connection of the nodes in the network and the QoS evaluation.

On the one hand, the first condition enables the assessment of the context-aware
functions, analyzing the impact of routing on the latency of the DT. On the other hand, the
comparison between the QoS report calculated by the DT and the one obtained from the
physical 5G-MANET assesses the accuracy of the global reports. The considered variables
are described below:
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*  5G connection of nodes in the network. The variation in network topology, as well

as Internet availability, negatively impacts the accuracy of the DT. Considering the
connection-aware functions of the proposal, analyzing the impact of routing functions
on the delivery probability and latency of the messages transmitted to the DT is
significant for evaluating the real-time accuracy of the implementation. To achieve
this, four different topologies are planned for the physical network (Figure 6):

- Fixed Online Topology (FOT). This topology consists of a static ring where all
nodes are connected to the Internet. In this case, no routing is required to keep
the DT updated.

- Fixed Partially-Online Topology (FPOT). The topology follows a ring distribution,
where four nodes lack 5G connection and only one is connected to the Internet.
As a result, distance-based routing is required to keep the DT updated.

- Dynamic Online Topology (DOT). All nodes are connected to 5G, but the topol-
ogy is not fixed. Thus, although each node can send control information to the
DT, local messages in the MANET still require routing.

-  Dynamic Partially-Online Topology (DPOT). This topology is not fixed, so nodes
move within the physical context. Additionally, only one device has a 5G
connection, so routing is required to keep the DT updated.

Fixed topology Dynamic topology

Online topology

Partially-online
topology

Surface: 1000 m2

Figure 6. Defined topologies to assess the accuracy of the DT.

The proposed scenarios are executed using mid-range smartphones, with their posi-
tions and connections modified randomly. The movement in the context is performed
in an open space of 1000 m? (20 m x 50 m), allowing for occasional local disconnections
between nodes. Finally, the network is run for a period of 15 min.

*  Accuracy of global performance. Considering that the DT provides QoS reports based
on the events reported in the network, four variables are measured for the experiment:
delivery probability, latency, overhead, and hop count.

In addition to the considered metrics, concretely in partially online scenarios, it is
relevant to consider the impact of the routing in the resulting QoS. Actually, relying on
routing based on opportunistic contacts between nodes in the ad hoc network may drive to
additional interchange of data. As a result, these interactions drive an inherent overhead
which affects latency. However, their impact on the reports is not significant, since only
network events unrelated to overhead processes are monitored and transmitted to the DT,
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including a timestamp for each. As a result, despite the overhead, the DT can perform
estimations accurately based on the reports received from the nodes.

Addressing the described scenario variations, the QoS metrics are analyzed for each
executed scenario, comparing the results obtained from the physical network with those
provided by the DT. Additionally, the cost of computational complexity is examined by
analyzing the consumption of critical resources, such as energy consumption for the mobile
nodes and CPU usage for the server executing the DT. Furthermore, a study of the control
information shared between nodes in partially online contexts is included. The next
subsection analyzes the various statistics obtained and discusses the results.

4.3. Analysis of the Results

The assessment of the results is organized into three main subsections: QoS analy-
sis, computational complexity cost analysis, and routing of offline nodes. First, the QoS
results compare the performance of the actual network with the calculated outputs of the
DT. Second, the resource consumption of the implementation is addressed, by analyzing
energy consumption and CPU usage. Finally, an assessment of the routing of informa-
tion in partially online topologies is conducted, aiming to evaluate the performance of
these transmissions.

4.3.1. QoS Analysis

Figure 7 presents the results obtained after executing the testing scenarios. The results
are organized into two main topics: the analysis of communication quality between the
5G-MANET and the DT, shown in Figure 7a,b and the comparison of QoS results obtained
from the physical network with those calculated by the DT, shown in Figure 7c—f. For this,
the considered variables are extracted from the QoS report of the DT (Table 1): delivery
probability, measuring the percentage of created messages that have been delivered; latency,
indicating the average time elapsed since a message is created and it is delivered; overhead,
representing the ratio between the messages copied and the messages delivered and hop
count, representing the average number of hops required to deliver a message. Next, the
results for each value are analyzed.
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Figure 7. Result set obtained in the evaluation of the proposal. (a) Delivery probability of the control

messages transmitted by the 5G-MANET to the DT, comparing the four different evaluation contexts.
(b) Latency of the control messages transmitted by the 5G-MANET to the DT, comparing the four
different evaluation contexts. (¢) Comparison of delivery probability obtained in the 5G-MANET
and in the DT, at the four different evaluation contexts. (d) Comparison of latency obtained in the
5G-MANET and in the DT, at the four different evaluation contexts. (e¢) Comparison of overhead
obtained in the 5G-MANET and in the DT, at the four different evaluation contexts. (f) Comparison of
hops count obtained in the physical network and in the DT, at the four different evaluation contexts.

Figure 7a displays the delivery probability of the control messages sent by the nodes in
the physical network to the DT. As shown, the percentage of correctly delivered messages is
high, reaching 100% for the online scenarios (FOT and DOT). On the other hand, partially-
online scenarios such as FPOT and DPOT exhibit lower delivery ratios. In the case of
FPOT, the connection-aware routing strategy achieves a high delivery probability; however,
in DPOT, the dynamic topology reduces the algorithm’s effectiveness. As a result, it
is possible to deduce a lower performance of the DT in sparse, disconnected scenarios,
where synchronization becomes challenging. This factor directly influences the QoS results
obtained for the DPOT scenario.

Figure 7b represents the average latency of the control messages received by the DT
in each scenario. The standard deviation and interquartile range provide meaningful
insights into the values. As shown, there is a significant gap between contexts where
nodes are online and connected to 5G, and those where routing is required. It is clear that
the synchronization and data quality provided by the DT are sensitive to the connection
availability of the physical network. However, despite this, the average latency remains
suitable to meet DT standards [2].

The delivery probability of the messages transmitted in the network, comparing the
performance calculated by the 5G-MANET and that calculated by the DT, is depicted in
Figure 7c. As shown, the DT provides accurate results, especially for the online topologies
(FOT and DOT). However, the DT calculates different results for the partially-online
scenarios: in the case of FPOT, the estimation is very close to the actual values; whereas in
DPOT, the difference is larger, offering a result that deviates from the actual.

Figure 7d shows the latency of the delivered messages in the network, comparing the
results obtained in the physical network with those calculated by the DT. Online scenarios
provide high accuracy for the DT, enabling the estimation of nearly identical results. In the
case of the partially-online contexts, the DT provides slightly different results but maintains
values that are very close.

Regarding overhead, which represents the ratio of redundant copies, Figure 7e illus-
trates the comparison results. As shown, the deviations between the values calculated by
the DT and the actual values in the 5G-MANET are minimal. For the online topologies, the
DT correctly calculates the results, while it underperforms in partially-online topologies.

Finally, Figure 7f represents the comparison between the average hop count calculated
by the physical network and the results calculated by the DT. In the case of the partially-
online topologies (FPOT and DPOT), the DT provides a higher estimation, though the
values remain close to the actual ones.
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Considering the provided results, the proposed proof-of-concept offers a reliable
virtual representation of physical 5G-MANETs. On the one hand, the results obtained in
online topologies reported by the DT match those of the actual network, demonstrating
successful monitoring of the events. On the other hand, partially-offline scenarios present a
challenge for the DT, leading to significant deviations from the actual values, especially in
dynamic topologies. These deviations are primarily due to the lack of control information,
stemming from the low delivery probability of the received messages. This issue leads to a
loss of information, affecting the accuracy of delivery reports and reducing the calculated
latency, overhead, and hop count. Nevertheless, the application of the context-aware
routing strategy proves to be a suitable response for handling disconnection periods, as it
shows how the gateway node communicates control data from disconnected devices.

4.3.2. Estimated Cost of the Computational Complexity

In addition to the QoS assessment, Figure 8 presents the estimated cost of computa-
tional complexity during the execution of the nodes. Figure 8a details the average energy
consumption of each node across the different scenarios, while Figure 8b depicts the av-
erage CPU usage of the MQTT Broker and The ONE Simulator during the evaluation
tests. Both components were executed in a MacBook Pro M1 Pro. These results have been
calculated based on the application logs and the consumption estimates from the reports.
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Figure 8. Estimated cost of the computational complexity. (a) Average energy consumption (mAh)
of the nodes involved in the 5G-MANET across the four different evaluation contexts. Node A (*)
acts as the gateway device of the device. (b) Average CPU usage of the MQTT broker and The ONE
Simulator across the four different evaluation contexts.

Figure 8a represents the average energy consumption of each mobile node in the
network, identifying Node A as the gateway in partially online contexts. As can be seen,
there are slight differences between the fixed and dynamic scenarios, with very similar
consumption across all devices. Considering that opportunistic data traffic increases when
nodes are permanently connected, consumption rises in contexts where interactions become
more frequent. However, in dynamic scenarios, consumption decreases due to lower usage
of local interfaces. Additionally, there is no evidence of extra consumption in the gateway
node, even in offline contexts. In the case of Node D, consumption is higher than the rest,
indicating a heavier workload as an intermediate entity.

Figure 8b depicts the average CPU usage percentage for the MQTT Broker and The
ONE Simulator, two of the main components of the DT. As can be seen, the CPU usage is
quite similar across all cases, suggesting reduced sensitivity to incoming traffic. The ONE
Simulator uses the CPU more intensively than MQTT, reaching a peak of 15.91%. These
results show that, despite the input intensity, the simulator consumes the CPU to generate
reports of the scenarios.

4.3.3. Routing the Information of Offline Nodes

Routing becomes critical for providing updates to the DT in partially online contexts.
In scenarios such as FPOT and DPOT, the lack of Internet access for a subset of nodes
necessitates the use of connection-aware routing strategies to transmit network events to the
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DT, utilizing intermediate nodes to reach the gateway. As a result, the DT disregards control
information messages and only processes relevant network events, which are included
in the reports. However, the routing of local information affects communication latency
and introduces additional computational tasks for the devices. To address the relevant
contextual and QoS variables of these communications, this section analyzes the impact of
routing on the overall communication performance.

Table 3 presents the corresponding values for multiple QoS and contextual variables
related to the routing of information from offline nodes.

Table 3. Performance stats of control communications of the routing protocol.

Metric FPOT DPOT

Number of control messages 6 messages 582 messages
Number of Data Messages Delivered 720 messages 419 messages
Messages copies 130 copies 443 copies

Data + Control 854 transmissions 1444 transmissions
Overall Overhead 15.7% 70.95%

Considering these results, it is evident that node disconnections are the most critical
variable affecting the performance of the routing protocol. In the case of the fixed topology,
despite only the gateway node being connected to the Internet, control information rep-
resents a very low percentage of the communications. In this scenario, a low number of
overhead messages are generated, accounting for around 15% of all transmissions. As a
result, the number of copies created in the network is minimal, given that routing is only
necessary to enable communication between all nodes.

On the other hand, in the DPOT scenario, routing control transmissions become highly
significant relative to the data transferred. This is primarily due to contact interruptions
and the additional overhead required when new contacts are established. As a result,
control information accounts for more than half of the transmitted messages. In conclu-
sion, the impact of routing becomes substantial in contexts where mobility is high and
communication interruptions are frequent.

Based on the outcomes obtained in the three addressed dimensions, the next subsection
discusses the main conclusions drawn from the results.

4.4. Discussion

The overall results demonstrate successful outcomes for both the computational
complexity and QoS predictions of the DT, even when varying the availability of the
Internet connection in the topology. In the first and third scenarios, FOT and DOT, the
communication between the 5G-MANET and the DT is stable, achieving low-latency
transmissions. This is primarily due to the availability of the Internet for each individual
node, enabling real-time transmission of network events. Additionally, the movement of
nodes does not directly affect the accuracy of the DT. As a result, the DT proves to be a
suitable monitoring tool when Internet access is available for all nodes in the topology,
regardless of their mobility model. However, the lack of 5G access can lead to a reduction
in performance.

In the case of the partially-online topologies, the movement of nodes becomes a
significant variable that impacts the performance of the DT. For the FPOT scenario, the lack
of 5G access in certain nodes necessitates the use of the context-aware routing protocol,
which employs a distance-based strategy to keep the DT updated. In this topology, the
fixed mobility of the nodes leads to high success in communications between the network
and the DT, resulting in high accuracy between the actual QoS values and those estimated.
Consequently, the proposed routing protocol can be considered a booster for the DT in
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challenging contexts. However, the lack of Internet becomes more challenging when the
physical network’s topology is not fixed but dynamic.

The DPOT scenario represents a context where only one node is connected to the
Internet, while the others are disconnected. Additionally, the nodes are not fixed but move
randomly throughout the scenario, leading to random connections. As a result, this testing
context becomes the most challenging for the DT, with a reduced percentage of delivered
control data and resulting deviations. Nevertheless, the differences between the actual
results and the calculated ones are not critical and can be reasonably accepted by the user.

Regarding energy consumption, the nodes exhibit generally high levels of power usage,
especially considering the duration of the network’s execution. These results highlight the
intensity of both local and remote communications, as well as the challenging variations
in signal strength. However, these outcomes also suggest potential improvements in the
application’s resource management, specifically in optimizing the use of communication
interfaces to conserve energy.

The execution of the DT involves intensive CPU usage from two main components:
the MQTT Broker and The ONE Simulator. In the case of the MQTT Broker, CPU usage
is very low and stable, showing no significant impact from input variations. For The
ONE Simulator, CPU usage is higher but similarly stable. Since input variations do not
significantly affect the required CPU percentage, it can be concluded that report generation
is the most demanding component.

As a result, the proposed proof-of-concept provides a solid approach to implementing
the architecture detailed in this work. The results demonstrate how the DT is reliable for
online contexts, including dynamic topologies, and for partially-online scenarios. The
lack of Internet access in dynamic MANETSs leads to a loss in the accuracy of the proposal,
though this is acceptable depending on the application’s scope. Finally, energy consumption
remains manageable for nodes during short execution periods. However, for longer
execution durations, it is recommended to optimize the smartphone application to reduce
its impact on battery life.

Considering these results, the next section addresses the conclusion and future works
motivated by this approach.

5. Conclusions and Future Work

5G-MANETs are a popular and agile solution for facilitating information exchange in
local contexts. These communication infrastructures are significant due to their use of 5G
for remote communications and local wireless interfaces for effective data transmissions in
local contexts. The relevance of these networks, and their connectivity possibilities, has led
to increasing interest in their application for deploying contextual solutions, as well as in
real-time monitoring of their resources. However, 5G-MANETs present unique challenges,
such as highly variable topology, unstable links between nodes, energy consumption of the
devices, dynamic routing of messages, and 5G disconnections in nodes. As a result, these
characteristics pose significant challenges for monitoring these networks. In response, this
paper introduces a communication architecture to monitor 5G-MANETs based on a DT,
enabling real-time representation of physical 5G-MANETs and the estimation of their QoS
in customized scenarios.

The work proposes a connection-aware solution that equips nodes with the capability
to use their local wireless interface to track network events and their 5G interface to update
the DT with the latest interactions. For this, a heterogeneous architecture is described, com-
bining the computing capabilities of autonomous nodes with the low-latency transmissions
of 5G. Considering the potential challenges of these networks in physical contexts, the
proposal integrates a connection-aware routing protocol designed to handle intermittent
Internet disconnections in network nodes. As a result, when nodes lack 5G access, control
data are routed toward gateway nodes to keep the DT updated. These functionalities en-
able two main objectives: real-time accurate monitoring of network events in 5G-MANETs
and estimation of the network’s performance under customized scenarios. For the first
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objective, the DT is updated with the latest changes in the topology, including contextual
information about nodes, such as their energy consumption and active connections. Ad-
ditionally, message transmissions are monitored, providing a real-time representation of
the creation, delivery, and reception of local information. Considering these interactions,
the DT maintains a historical record of network events, enabling the definition of historical
data, which is relevant for Al applications.

On the other hand, the DT also provides a simulation core responsible for estimating
QoS outcomes for customized variations of the networks. Users can define contextual
conditions over virtual networks, allowing the estimation of their performance based on
historical data. Simulated mobility models and routing protocols are provided to analyze
the impact of the applied changes.

Considering the multidimensional features of the proposed work, a proof-of-concept of
the architecture was developed to assess the performance of the DT’s monitoring functions.
A simplified version of the proposal was implemented, integrating real-time monitoring of
nodes, connection-aware routing for control messages, and virtual representation of the
networks. These functions enable the analysis of the global performance of the proposal,
including the accuracy of the DT and the calculated outcomes for the physical network. To
evaluate the implementation, four scenarios were considered to explore the impact of 5G
availability and mobility on the accuracy of the proposal. The DT performed successfully
for online topologies, providing real-time information about network events and reaching
100% accuracy. In contexts where the Internet is unavailable for most nodes, performance
decreases but remains close to the actual values. In scenarios with limited connectivity
and dynamic topology, estimated results slightly differ from the physical network. Finally,
the analysis of the computational complexity cost demonstrates suitable performance for
short-length scenarios, with manageable energy consumption and viable CPU usage.

As a result, the outcomes obtained from the proof-of-concept motivate the extension of
this proposal and its improvement in future work. The research directions opened by this
contribution will focus on extending the proof-of-concept toward a full version of the DT
architecture. An extensive simulation core, based on historical knowledge of 5G-MANETs,
may provide a reliable tool for exploring the impact of customized modifications. Addition-
ally, the connection-aware routing strategy could be improved to enhance its performance
in contexts where nodes lack Internet connectivity and experience high mobility. Imple-
menting strategies based on historical network conditions could potentially improve the
accuracy of the DT even in challenging scenarios. Besides, the next studies will increase
the number of contextual variables involved in the study of the communication channel.
Considering the advances of the proposal, this approach offers a promising solution for
real-time monitoring of physical 5G-MANETs, providing a reliable source for detailed
analysis of network performance and QoS.
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