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Abstract

This paper presents the design and implementation of a modular cloud-based architecture
that enables generative music capabilities in Digital Audio Workstations through a MIDI
microservices backend and a user-friendly VST plugin frontend. The system comprises
a generative harmony engine deployed as a standalone service, a microservice layer that
orchestrates communication and exposes an API, and a VST plugin that interacts with the
backend to retrieve harmonic sequences and MIDI data. Among the microservices is a
dedicated component that converts textual chord sequences into MIDI files. The VST plugin
allows the user to drag and drop the generated chord progressions directly into a DAW’s
MIDI track timeline. This architecture prioritizes modularity, cloud scalability, and seamless
integration into existing music production workflows, while abstracting away technical
complexity from end users. The proposed system demonstrates how microservice-based
design and cross-platform plugin development can be effectively combined to support
generative music workflows, offering both researchers and practitioners a replicable and
extensible framework.

Keywords: cloud computing; microservices; creative workflows; generative music; music
production; virtual studio technology

1. Introduction

DAWSs (Digital Audio Workstations) are essential tools in modern music produc-
tion, allowing composers, producers, and artists to manipulate audio and MIDI (Musical
Instrument Digital Interface) data in increasingly complex workflows. Within these envi-
ronments, VST (Virtual Studio Technology) plugins extend DAWSs by providing virtual
instruments, audio effects, and MIDI utilities. In parallel, advances in generative music
algorithms—ranging from rule-based systems to deep learning—have enabled the auto-
matic creation of harmonic and melodic structures, offering creative assistance or even full
musical compositions [1].

Despite these developments, the integration of generative music into DAW workflows
remains limited. Many generative systems operate as standalone applications, requiring
users to manually export and import MIDI files [2,3]. This fragmented workflow can hinder
experimentation and discourage adoption by musicians with limited technical expertise.
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To address these challenges, microservices architecture offers a promising foundation
for integrating generative music systems into broader production environments. Microser-
vices are a design paradigm in which applications are decomposed into loosely coupled
independently deployable services. Each service is responsible for a specific function and
communicates with others through lightweight protocols such as HTTP (Hypertext Transfer
Protocol) or messaging queues. This modular approach enhances scalability, facilitates
technology heterogeneity, and simplifies deployment and maintenance. In the context of
generative music, microservices enable components like machine learning models, music
theory engines, user interfaces, and DAW integration bridges to evolve independently
while collaborating within a cohesive system. Such an architecture is particularly well-
suited for cloud-based or hybrid solutions that must balance performance, modularity,
and user accessibility. This paper’s contributions include the following:

¢ A Node.js orchestration layer that exposes a unified HTTP API (Application Program-
ming Interface) and bridges the frontend with backend services (Section 4.2.1).

* A ]Java-based generative harmony engine encapsulated as an independent microser-
vice (Section 4.2.3).

*  An MIDI generation microservice leveraging the Python music21 library to convert
chord sequences into structured MIDI files (Section 4.2.4).

* A JUCE-based VST plugin that acts as the user interface and DAW integrator, allowing
musicians to trigger generation, retrieve results, and drag MIDI files directly onto the
DAW timeline (Section 4.3.1).

*  An evaluation of system performance and usability in a real-world music production
context (Section 5.1).

The remainder of this paper is organized as follows: Section 2 reviews the relevant
literature on generative music systems and VST integration. Section 3 presents the system'’s
research framework, including the research questions and hypotheses. Section 4 describes
the system architecture and implementation details of the backend microservices and
frontend plugin. Section 5 illustrates the results obtained from using the system, including
generated outputs and integration scenarios. Section 6 provides a discussion of the system’s
strengths, limitations, and directions for future work. Finally, Section 7 summarizes the
main findings and contributions of this study.

2. Literature Review

The field of music technology has evolved rapidly at the intersection of audio engi-
neering, software design, and artificial intelligence. This section reviews key areas relevant
to the present work, beginning with the evolution of Digital Audio Workstations (DAWSs)
and their underlying software architectures. It then examines advances in intelligent and
algorithmic music production, explores the landscape of generative music systems and
chord modeling, and concludes with an overview of web and microservices technologies
applied to music tools. Together, these perspectives provide the conceptual and technical
foundation upon which the proposed system is built.

2.1. Digital Audio Workstations and Software Architectures

Digital Audio Workstations (DAWSs) have long served as the central hub for modern
music production. Traditional DAWS, such as those discussed by Leider [4], emphasize
local monolithic architectures with comprehensive functionality. More recent research
has explored the evolution of DAWSs toward more specialized or distributed designs.
Bianchi et al. [5] propose a GPU-oriented application programming interface for DAWs
to optimize audio rendering in heterogeneous computing environments. Meanwhile,
the WAM-studio project illustrates a web-based DAW framework [6,7], reflecting a shift
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towards browser-accessible music production tools and supporting plugin standardization
in the Web Audio Modules ecosystem.

2.2. Intelligent and Algorithmic Music Production

The integration of artificial intelligence (AI) into music production workflows is an
active area of research. Moffat and Sandler [8] survey various intelligent music production
approaches, spanning mixing assistance, audio analysis, and adaptive systems. Xu [9]
and Wang [10] explore the application of computer music production software in new
media environments and creative practices, respectively, while Ye [11] presents case studies
illustrating its practical use in music creation. Kviecien [12] offers a holistic perspective
that includes technical, musical, and legal considerations for Al-aided algorithmic compo-
sition systems.

In the context of plugin ecosystems, Silva et al. [13] investigate recommender systems
tailored for audio plugin selection, helping producers navigate extensive plugin libraries
based on contextual and collaborative filtering techniques.

2.3. Generative Music Systems and Chord Modeling

Generative music has gained significant traction through frameworks like Ma-
genta [14], MuseNet [15], and AIVA [16], which utilize techniques such as Markov models,
neural networks, and grammar-based systems. Conklin et al. [17] developed methods
for chord sequence generation specifically targeting electronic dance music. Raposo and
Soares [18] introduced generative models for jazz chords, enriching stylistic expressiveness.
Zhao et al. [19] provided a comprehensive review of text-to-music systems, while Mon [20]
evaluated LSTM-based architectures for symbolic music generation.

Despite these advancements, few works examine the encapsulation of generative
music functionalities into modular microservices that can be embedded directly into DAWs
or other production environments.

2.4. Web and Microservices Technologies for Music Tools

On the software infrastructure side, web technologies and microservices are increas-
ingly leveraged to support modular scalable music production environments. Lei et al. [21]
and Huang [22] evaluated web development frameworks such as Node js for real-time
asynchronous backend tasks relevant to music software.

From a systems engineering perspective, research into microservices architectures
has outlined best practices for modularization, deployment, and orchestration [23,24].
Vlcek [25] applied these concepts to synchronized music streaming, while Lin et al. [26]
introduced MusicTalk, a microservice-based framework for musical instrument recognition.
However, there remains a gap in applying these architectural paradigms to real-time
generative music services and their integration into modern DAWs.

3. Research Framework

The following section outlines the research framework guiding this study. It defines
the underlying motivation, identifies the key technical and usability challenges, and es-
tablishes the research questions and hypotheses that drive the design, implementation,
and evaluation of the proposed generative music system. By clearly articulating these
elements, we provide a structured foundation that connects the identified gaps in the field
with the methodological choices presented in subsequent sections.

3.1. Research Gap and Motivation

There exists a gap between advanced generative music techniques and their seamless
integration into everyday music production environments. Current solutions are either
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overly technical, requiring scripting or coding expertise, or they impose a rigid workflow
detached from standard DAW usage. There is a need for architectures that abstract technical
complexity while remaining extensible and developer-friendly.

This research is motivated by the opportunity to democratize access to generative
music tools by embedding them into common creative workflows. By decoupling the
generative logic into scalable backend microservices and exposing a user-friendly frontend
through a VST plugin, we aim to lower the barrier to entry and encourage adoption among
musicians and producers.

3.2. Challenge

Designing such a system presents several technical and usability challenges:

*  Modularization: how to decouple the generative, conversion, and control logic into
isolated, maintainable components.

¢  Communication: how to establish reliable and low-latency communication between
the plugin frontend and the cloud-based backend services.

¢  User Interaction: how to provide a minimal intuitive plugin interface that integrates
with DAWs and allows drag-and-drop functionality for generated MIDI files.

¢  Compatibility: how to ensure cross-platform support for both the backend services
(e.g., Java, Node s, Python) and the JUCE-based VST plugin.

3.3. Research Questions and Hypotheses

Based on the identified gaps and challenges, this study is guided by the following
research questions:

* Can a modular microservices architecture efficiently integrate generative music ca-
pabilities into a VST plugin while maintaining low-latency performance suitable for
standard DAW workflows?

*  How does the proposed cloud-based and local-processing hybrid approach impact
the computation time, scalability, and system maintainability?

* Can the architecture support secure and scalable access for potential commercial
deployment without compromising usability?

From these questions, we formulate the corresponding hypotheses:

*  The modular architecture will provide real-time or near real-time generative output
(average response times under 1 s) suitable for interactive music composition.

¢ Decoupling the generative engine, MIDI conversion, and control logic into microser-
vices will enhance maintainability and scalability compared to monolithic systems.

¢ APl key-based authentication and integration with a database microservice will en-
able secure and flexible access control, supporting commercial deployment without
negatively affecting the workflow efficiency.

These research questions and hypotheses establish the framework for evaluating the
proposed system in terms of performance, usability, and practical deployment potential,
providing clear criteria for assessing the success of the implementation described in the
following section.

4. Architecture and Implementation

This section describes the design and implementation of the proposed system. The ar-
chitecture consists of a frontend VST plugin enabling user interaction and a backend
composed of modular microservices responsible for chord generation, MIDI conversion,
and data management. The implemented methods include the generative chord engine,
MIDI transformation processes, API orchestration, and plugin-based user interactions.
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System performance and usability are evaluated within this framework, with response
times, request handling, and user interactions systematically logged and analyzed through
the database and gateway microservices to assess the effectiveness and efficiency of the
overall system.

4.1. The Architecture

As illustrated in Figure 1, the system is divided into a frontend, composed of the VST
plugin that acts as the user-facing entry point within the DAW, and a backend, composed of
microservices and related applications that handle generative processing, data conversion
processing, and data management. This separation of concerns ensures scalability, flexibility,
and ease of maintenance.
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~_ POST /chords2midi/Dm7,G7,Em7,A7

nedece

API Gateway
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Figure 1. Global solution architecture.

4.2. The Backend

The backend constitutes the core of the proposed architecture, encapsulating all com-
putational and data management tasks behind the VST plugin interface. It is composed
of a set of modular microservices, each designed to perform a specialized function while
remaining loosely coupled to ensure scalability, maintainability, and extensibility. As shown
in Figure 1, these services include the Generative Music Microservice, which is responsible
for producing textual chord sequences using algorithmic and machine learning techniques;
the MIDI Microservice, which converts the textual chord sequences to the MIDI format;
the Database Microservice, which provides persistent storage and retrieval of user API keys
and session logs; and the Gateway Microservice, which coordinates communication between
the frontend and backend while enforcing security and access control. Together, these mi-
croservices form a distributed system. In our implementation, we used Node.js as the web
services framework, but the same architecture presented in Figure 1 can be implemented
using any other web framework for REST (Representational State Transfer) services.

4.2.1. Gateway Microservice

The API Gateway microservice serves as a central access point for clients, proxying
requests to underlying microservices while handling authentication, logging, and data
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conversion. In our prototype, it is implemented using Express.js [27] and uses Axios for
inter-service HTTP communication. Configuration is loaded via dotenv, and the service
listens on a configurable port.

All protected routes require an API key passed in the x-api-key header, which the
gateway validates by querying the database microservice. Requests with invalid or missing
keys receive 401 or 403 responses.

The gateway exposes the following endpoints:

* /api/keys—retrieves available musical keys.

e /api/structures—retrieves chord structure templates.

*  /api/modulations—retrieves available modulations.

* /api/generate/:key/:structure/:modulation—generates chord sequences for a given
key, structure, and modulation, where requests are validated via API key, proxied to
the generation microservice, and logged in the database.

e  /api/chords2midi/:chords—converts a chord sequence string into a base64 MIDI file
using the MIDI microservice.

*  /api/history/:apikey—retrieves a user’s request history, and only the owner of the
API key can access their history.

All protected endpoints log requests and responses to the database microservice,
ensuring traceability and monitoring of client activity.

All endpoints simply route client requests to the corresponding microservice. Detailed
explanations of each endpoint’s functionality are provided in the following subsections
dedicated to the respective microservices.

4.2.2. Database Microservice

The Database Microservice provides persistent storage for API keys and user request
logs, supporting authentication and traceability across the system. In our implementa-
tion, the service is built using Node . js with the Express. js framework, and it leverages
SQLite as the storage backend for convenience; however, any other relational database
management system (RDBMS) could be used in place of SQLite. Cross-origin requests are
allowed via the CORS middleware, and JSON (JavaScript Object Notation) request bodies
are automatically parsed using express. json().

Upon startup, the service initializes a SQLite database located at ./db/database.db,
ensuring that the following tables exist:

1. api_keys: Stores user APl keys with an active flag to enable or disable access. The key
column is unique and serves as the primary key.

2. generation_history: Stores logs of user requests and responses, including a timestamp,
the associated API key, and the request/response data. The api_key column is a
foreign key referencing api_keys.

The service exposes the following REST endpoints:

e /api/validate/:key—Verifies whether an API key exists and is active, returning a
boolean valid field. The API key identifies the user and can be an arbitrary string,
used for authentication purposes. It may also serve additional purposes, such as
billing or usage control in commercial applications.

* /api/log—Logs a generation request and response, validating that the API key exists
and is active before insertion. Each log entry includes a timestamp.

*  /api/history/:key—Retrieves the generation history for a given API key, returning
all requests and responses in reverse chronological order. The response field is
automatically parsed from JSON.
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All endpoints simply route the client requests to the corresponding database opera-
tions. Details on how these endpoints are used are explained in the relevant sections for the
API Gateway and other microservices. The service listens on a configurable port, defaulting
to 3001, and runs on all network interfaces.

4.2.3. Generative Music Microservice

The Generative Music Microservice is implemented as an REST API using Node.js.
Upon receiving a client request from the gateway service, the microservice delegates
the generative task to a Java Generative Engine, which implements the method recently
proposed by Raposo and Soares in [18], which models jazz harmony using a corpus of
1382 standards. The approach integrates key information, song structure, and chord
sequences to generate harmonically coherent progressions that balance stylistic authenticity
with creative exploration. Unlike traditional first-order Markov models, the framework
introduces a novel combination of section chord patterns, harmonic transition probabilities,
and stylistic constraints, enabling the synthesis of both conventional and innovative chord
sequences. Evaluation of the generated dataset demonstrated strong statistical alignment
with the original corpus across multiple analytical parameters, confirming that the method
preserves the essence of jazz harmony while allowing for the discovery of novel harmonic
pathways. Algorithm 1 presents the core algorithm for generating the chord sequences.
Due to its length, a complete description of the algorithm is out of the scope of the present
paper, and the reader is referred to [18] for a full explanation of the algorithm steps.

Algorithm 1 Core algorithm for generating the chord progressions

Require: A key k and a structure S
Ensure: An array of chords C

1: if k is null then

2.k < randomKey()
end if
if S is null then

S « randomStructure()
end if

7. fori =1 to sizeOf(S) do

8. section + S[i]

9: P < randomPattern(section)
10:  originChord < randomFirstChord (k)
11:  Add originChord to C
12:  forj < 1tosizeOf(P) do

13: n < P[j]

14: fork =1tondo

15: destinyChord < randomDestinyChord(k, originChord)
16: Add destinyChord to C

17: originChord < destinyChord

18: end for

19:  end for

20: k< keyModulation()
21: end for

22: return C

It is important to notice that the proposed architecture is modular, allowing the integra-
tion of any other generative chord engine, which enables flexibility in experimenting with
alternative harmonic generation methods or future models, and can be readily expanded to
accommodate other musical genres beyond jazz.

In our implementation, the microservice is developed with the Express framework
in Node.js and serves as a bridge to the Java-based generative engine. Communication
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with the Java program is handled via the child_process.spawn function, which executes
the GenJazzChords. jar program with different arguments depending on the requested
functionality. The service listens on port 3002 (or on other arbitrary ports as needed)
and exposes multiple REST endpoints, each returning results in JSON format to ensure
interoperability with other system components.

The available endpoints are as follows:

*  /api/keys: Returns a list of supported tonal centers (keys) for chord sequence gen-
eration. This information is used by the VST plugin to populate a selection menu,
allowing the user to choose the desired key.

*  /api/structures: Provides predefined song structures (e.g., AABA, ABAC) that define
the formal organization of the generated progression. This information is also used by
the VST plugin to populate a selection menu for choosing the desired structure.

¢ /api/modulations: Lists possible harmonic modulations that can be incorporated into
the generated sequences. Similar to the previous endpoints, this information is used
by the VST plugin to populate a selection menu for selecting the modulation type.

*  /api/generate/:key/:structure/:modulation: The main endpoint of the service, re-
sponsible for generating a chord progression based on a specified key, song structure,
and modulation option. The response includes the main key, the selected struc-
ture, and a chord sequence for each section, as illustrated in the example JSON
structure below.

An example of a call to the service using the URL shown in Listing 1 is:
http:/ /ipaddress:3002/api/generate/C/ABAC/Dominant

In this URL, ipaddress should be replaced with the actual IP address or domain name
of the server where the generative microservice is hosted and running.

Listing 1. JSON response returned by the generative music microservice for key C, structure ABAC,
and modulation Dominant.

{

"key": "C",
"structure": "ABAC",
"sections ": |
{
"chords": "C6,Eb07 |Dm7,G71G7,Cmaj7 | Dbmaj7 ,Gm7|C7 | C7 | Fmaj7 |
Fmaj7 ,Bb7 ,Em7,A7",
"label": "A",
"key": "C"

"chords": "Cm7ICm7ICm7|F7 |Bm7 | E7#9 | Am7|Bm7",
Hlabel Yl: l|BlV,
n key n : HGH

"chords": "Gmaj7|B7,Bbmaj7 | B07 ,Cm7|F7 ,Bm7|E7 | Am7| D7, Gma;j7 |
Cmaj7,Bm7b5",

"label": "C",

"key": "G"

Each endpoint triggers the execution of the Java program with the corresponding
argument (e.g., keys, structures, or modulations). The standard output from the Java
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process is captured, parsed as JSON, and returned to the client. In case of errors, such as
invalid output or a non-zero exit code, the microservice responds with a structured JSON
error message to facilitate client-side handling.

The microservice returns results in JSON format, encapsulating essential musical
information such as the main key, the overall song structure, and the chord progression
assigned to each section. This representation ensures both human readability and machine
interpretability, supporting further processing by other backend components (e.g., a MIDI
service) or visualization in the frontend.

This design allows the microservice to remain lightweight while delegating the com-
putationally intensive task of statistical chord sequence generation to the Java backend.
It also provides flexibility to extend the API with new endpoints without modifying the
underlying generative model. For a comprehensive presentation of the generative method,
the reader is referred to Raposo and Soares [18].

4.2.4. MIDI Microservice

The MIDI Microservice is responsible for converting textual chord progressions into
the MIDI format, enabling integration of the generated harmonic structures into digital
audio workstations (DAWSs) or other MIDI-compatible tools. In our implementation,
the service is built using Node. js with the Express. js framework, and it delegates the
actual chord-to-MIDI conversion to a dedicated Python script. This design illustrates
the flexibility of the architecture, allowing microservices to be implemented in different
programming languages when appropriate.

The service exposes a single REST endpoint:

*  /api/chords2midi/:chordprogression—Receives a textual chord progression as pa-
rameter and invokes the Python script chords2midi . py, passing the progression as an
argument. The script generates an MIDI representation of the progression and returns
the result as JSON. The microservice validates that the script executes successfully and
ensures that the output can be parsed into valid JSON before returning it to the client.

Error handling is included to capture and report issues such as Python execution
errors, malformed output, or invalid input. Standard error output from the Python process
is logged for debugging purposes, but does not necessarily prevent a successful response.

The service listens on port 3003 by default and demonstrates how the proposed
architecture accommodates hybrid environments, where Node.js manages HTTP requests,
while Python performs specialized music-related processing.

The chords2midi . py script, implemented in Python, performs the core task of trans-
forming symbolic chord progressions into MIDI data. It uses the music21 [28] library
to model chord symbols, temporal structure, and MIDI translation. The script follows
these steps:

1.  Parsing the progression: the input string is parsed into bars and chords (e.g.,

//lll

C,Am7|F,G) by splitting on the bar separator and comma separators for chords
within each bar.

2. Normalizing accidentals: the helper function fix_flats() ensures that flats are
correctly interpreted by replacing textual representations (e.g., “Bb”) with symbols
understood by music21.

3. Generating a music21 stream: a Stream is created, with a tempo mark inserted at the
beginning. Each bar is assumed to last four beats, and chords within the bar share the
duration equally. For instance, a bar with two chords allocates two beats to each.

4.  MIDI conversion: the chord stream is translated into a MidiFile object, written
to an in-memory buffer, and encoded into a Base64 string to ensure safe transport

over JSON.
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5. Output: The script prints a JSON object containing the Base64-encoded MIDI, which
the Node.js microservice then returns to the client.

As an example, a call to the following command:
http:/ /localhost:3003 /api/chords2midi/Dm?7 | G7 | Cmaj7 | Cmaj7
produces the following JSON response presented in Listing 2:

Listing 2. JSON response returned by the MIDI microservice for chord progression Dm7 | G7 | Cmaj7 |
Cmaj7. The midi string contains a base64 encoding of the chord sequence in the MIDI format.

{

"midi": "TVRoZAAAAAYAAQAC]2BNVHJrAAAAFAD/UQMHGSAA/ 1gEBATYCM5g/
yBATVRyawAAAJUA /WMAAOAAQACQMIcAKDVaAJASWgCOQPFqCuwCAMgAAgDU
AAIASAACAPAAAKCtaAJAvWgCQMIOAKDVagrsAgCsAAIAVAACAMgAAgDUAA]Aw
WgCQNFoAKDdaAJA7WoK7AIAWAACANAA AgDcAATA7AACQMFoAKDRaAJA3Wg
CQOIqCuWCAMAAAZDQAATA3AACAOWDOYPSVAA=="

}

This modular approach separates HTTP request handling (Node.js) from domain-
specific symbolic music processing (Python), providing extensibility and maintainability.
Furthermore, as with the Node.js microservices code, the Python implementation will be
made publicly available, ensuring reproducibility and transparency.

4.3. The Frontend

It is well known that the frontend of a system constitutes the user-facing component,
serving as the interface through which users interact with backend services and data. This
section presents the implementation of the frontend of our architecture, which is essentially
realized as a user-friendly GUI-based (Graphical User Interface) VST plugin integrated into
a Digital Audio Workstation (DAW).

4.3.1. The VST Plugin

Virtual Studio Technology (VST) is a widely adopted software interface standard
that enables the integration of virtual instruments and audio effects into Digital Audio
Workstations (DAWSs). A VST plugin extends the functionality of a DAW by providing
additional sound synthesis, processing, or control capabilities that seamlessly interact
with the host environment. In practice, VST plugins are most commonly developed using
the JUCE framework [29] (and its accompanying Projucer project management tool) in
combination with the C++ programming language, which together offer a robust cross-
platform foundation for audio software development. In line with this practice, our VST
plugin was also implemented using JUCE and C++. As is standard in JUCE-based plugins,
our implementation is internally divided into two main components, a separation enforced
by the JUCE plugin model itself: the processor, which connects to the backend through
the Gateway microservice and handles all processing tasks, and the editor (GUI), which
contains the visual components and manages all interactions with the user.

Before starting to use the plugin, the user must configure it by entering their API
key and the URL of the Gateway service. To enable this, our plugin includes a simple
configuration window, shown in Figure 2 (available in the Settings menu). Both the API
key and the backend URL are stored permanently; so, the user only needs to reconfigure
the plugin if either of these values changes.

After this initial configuration, the user can largely ignore the backend, as all interac-
tions can be handled directly through the plugin’s GUI, shown in Figure 3. The interface
is organized into several sections: at the top, users can select the key, song structure,
and modulation type, and trigger chord generation via a dedicated button “Generate
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chords”. Below this, the “Full Song” section displays the entire generated progression,
while individual sections (A, B, C, D, i, v) show the corresponding chords for each part of
the song. Each chord sequence can be dragged directly to a MIDI track in the DAW. The lay-
out is clear and hierarchical, allowing users to navigate and manipulate both complete
progressions and specific sections with ease.

API Setup

Enter your API key and server URL.

API Key:
123456789

URL:
http://ipaddress:3000

| OK | | Cancel ‘

Figure 2. The plugin’s configuration window.

Notice that each box containing chord sequences can be directly dragged and dropped
into the DAW. Additionally, users may manually edit the chord progression before ex-
porting it if desired. A further useful feature is that, if needed, the user can bypass the
generative capabilities altogether and compose an entire progression manually, still taking
advantage of the system’s chords-to-MIDI functionality to drag it into the DAW. This
feature leverages the MIDI microservice presented in Section 4.2.4, ensuring seamless
integration between chord editing and MIDI export.

Settings

Key Structure Modulation
F ~ | iiABCA ~ | Relative | Generate chords |

Full Song

Section A (F)

Section B (Dmin)

Section C (Dmin)

Section D

Section i (F) Section v

Figure 3. The VST plugin GUL

The design of the GUI presented in Figure 3 directly follows the structure and pa-
rameters proposed in the generative method for jazz chord progressions by Raposo and
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Soares [18], ensuring consistency between the theoretical framework and its practical
implementation. Specifically, the inclusion of key selection, song structure definition,
and modulation type reflects the configurable parameters highlighted in their work, while
the hierarchical display of the full song and its subsections (A, B, C, D, i, v) mirrors the
organization of the generated progressions described in the paper. This close alignment
guarantees that the plugin faithfully translates the proposed method into an accessible
interface. Nevertheless, the architecture here presented is sufficiently flexible to be adopted
and adapted for other generative approaches, since its modular design naturally accommo-
dates different sets of parameters and progression models while preserving an intuitive
workflow for end users.

4.4. Hardware, Networking, and Environment

The proposed architecture is designed to remain independent of specific hardware con-
figurations, networking equipment, or execution environments. As illustrated in Figure 1,
the system follows a modular microservices approach in which each service operates au-
tonomously and communicates with others through lightweight JSON-based requests and
responses. This design principle ensures that the individual components—the VST plugin,
the API Gateway, and the supporting microservices—can be deployed on heterogeneous
hardware without requiring specialized devices or dedicated infrastructure.

The reliance on widely adopted, free, and cross-platform frameworks and libraries fur-
ther strengthens the portability of the system, making it compatible with multiple operating
systems and hardware environments. By employing standard HTTP protocols for inter-
service communication, the architecture avoids dependencies on particular networking
technologies, thus enabling flexible deployment in local setups, institutional infrastructures,
or cloud-based environments.

This independence from hardware and networking constraints not only facilitates re-
producibility and broader accessibility but also provides scalability, as additional instances
of the microservices can be seamlessly deployed to accommodate higher computational
demands or distributed workloads.

4.5. Tools, Libraries, and Frameworks

The system was developed using a combination of programming languages, frame-
works, and libraries that provide support for both the frontend VST plugin and the backend
microservices architecture, as summarized in Table 1 and illustrated in Figure 1. The selec-
tion was driven not only by performance and functionality requirements but also by the
availability of free cross-platform tools and libraries, enabling deployment across diverse
operating systems and hardware environments.

Table 1. Tools, libraries, and frameworks used in the system.

Technology/Library

Purpose/Description Components

Runtime for asynchronous requests and

Nodejs (v22.14.0) JSON communication.

Gateway Microservice, DB Microservice,
Generative Microservice, MIDI Microservice

Routing HTTP requests in API Gateway

Express js (4.21.2) and microservices.

Gateway Microservice, DB Microservice,
Generative Microservice, MIDI Microservice

Lightweight relational database for

SQLite (3.46.1) persistent storage.

Database Microservice

sqlite3 (5.1.7)

Database interface for Node.js microservice.

Database Microservice

Implements generative engine for

Java (17.0.12) music creation.

Generative Microservice, Custom
Generative Engine
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Table 1. Cont.

Technology/Library

Purpose/Description Components

Python (3.13.0)

Converts chord data into MIDI sequences. Chords to MIDI Engine

Generates MIDI files or streams from

music21 (9.7.1) chord data Chords to MIDI Engine
Standard format for all requests/responses
JSON between frontend, API, and microservices. All Components
Core language for high-performance, .
CH A7) real-time audio processing. VST Plugin
JUCE (v8.0.5) Framework for cross-platform audio VST Plugin

applications and VST/AU plugins.

4.6. System Workflow

This subsection briefly describes the overall system workflow, outlining how user inter-
actions through the VST plugin GUI are translated into backend processes and coordinated
with the supporting microservices. The sequence diagram in Figure 4 presents the complete
workflow of the VST plugin system for chord generation and MIDI export. The process
starts when the user requests a chord progression from the plugin frontend. The frontend
sends this request along with the API key to the gateway microservice, which validates the
key by querying the DB microservice. Once validated, the chord request is forwarded to
the generative microservice, which invokes the generative engine to compute the chord
sequence and returns the result to the frontend via the gateway. The user can then view the
generated chord sequence in the plugin. If the user decides to drag and drop the chords
into the DAW, the sequence is sent to the MIDI microservice, which converts it to MIDI
data and returns it back to the frontend, completing the workflow. All interactions that
require a response before proceeding, such as key validation, chord generation, and MIDI
conversion, are represented as synchronous messages in the diagram.

VST Plugin
(Frontend)

User Gateway DB Microservice Generative Microservice MIDI Microservice

| | | | | Chords to
DAW i request_chords(params) _ ' | | Database GeEne r_allve | MIDI
; ” ngine Script

request_chords(API_key) @

send(API_key) L query

return(validation) result H

reques(ﬁchor"ds(params)é - call

return

................

return(chords)

send(chords)

show(chords)

send(API_key chords) ] ! insert

| drag_and_drop_chords !

sen.d(chords)

: call i
retun MIDI chords }'9“"‘ :

Figure 4. Sequence diagram illustrating the workflow of the VST plugin system, including interactions

request_midi(chords)

| sendmiDl)

with the gateway and microservices.



Future Internet 2025, 17, 469

14 of 26

Security Model for API Keys, Billing, and Subscription Functionalities

We propose a multi-layered security model to ensure safe access to the generative
VST microservices while supporting API key management, billing, and subscription func-
tionalities. The design integrates authentication, authorization, communication security,
and auditing mechanisms, as described below.

API Key Management

Strong randomly created API keys are generated, with each key scoped to specific
endpoints or actions, such as read-only or tier-limited access. API keys are stored securely
using cryptographic hashing to prevent exposure in the event of a database compromise.
Rate limits per key are enforced to prevent abuse and ensure fair usage according to the
subscription tier.

Authentication and Authorization

API keys can be used in combination with bearer tokens, to carry subscription-level
information and expiration data. Role-based access control differentiates users by sub-
scription tier (e.g., free, standard, premium) and enforces endpoint-specific permissions.
Automatic expiration and revocation mechanisms limit the lifetime of API keys or tokens
and mitigate the risks associated with compromised credentials.

Billing and Subscription Security

Subscription status is verified on each API request to ensure that the access level
aligns with the user’s plan. Metadata related to subscriptions, usage, or billing is stored in
encrypted form to ensure confidentiality and integrity.

Communication Security

All communications between clients and backend services must be encrypted.

Auditing and Logging

All access events, including API usage, failed access attempts, and billing-related
requests, are logged to enable anomaly detection and traceability. Alerts can be generated
for suspicious behaviors, such as repeated invalid API keys or unusual payment activity.

The proposed security model combines API key authentication, subscription-aware
authorization, secure billing integration, encrypted communications, and auditing mech-
anisms. Together, these components provide a robust and flexible framework for secure
access to generative VST microservices while accommodating different subscription tiers
and billing models.

5. Evaluation

This section presents the performance evaluation of the two core microservices: the
Generative Microservice and the Chords-to-MIDI Microservice. We first report the re-
sults of the local performance tests, which capture the raw computation times measured
without network effects. These results establish the baseline performance of each ser-
vice. Subsequently, we provide an Internet performance estimate for both microservices,
in which the locally measured computation times are combined with estimated network
overheads to approximate the end-to-end response times that would be experienced in a
real deployment scenario.

All local tests were conducted on a consumer laptop equipped with a 3rd Gen Intel(R)
Core(TM) i7-1355U CPU running at 1.70 GHz, 16 GB of installed RAM, and a 64-bit operat-
ing system (Microsoft Windows 11). All processing was performed on the CPU, with no use
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of GPU acceleration. The software environment included Java version 17.0.12 (LTS, build
17.0.12+8-LTS-286, Java HotSpot 64-Bit Server VM), Python 3.13.0, and Node.js v22.14.0.

5.1. Generative and Chords-to-MIDI Performance

The runtime scenario for the local performance evaluation consisted of three
Node.js-based microservices: the Gateway Microservice, the Generative Microservice,
and the Chords-to-MIDI Microservice. These microservices are described in detail in
Sections 4.2.1,4.2.3 and 4.2.4. During the experiments, all three services were executed
simultaneously on the test machine, each listening on a separate port. The Gateway Mi-
croservice was responsible for measuring the processing time (ms) and the size of the
response data (bytes), which were logged to two separate CSV files: one for the generative
processing measurements and another for the MIDI conversion measurements.

The performance of the Generative and MIDI conversion microservices was evaluated
separately, because the generation of chord sequences does not always trigger their con-
version to MIDI. Conversion occurs only on demand, when the user explicitly drags and
drops a sequence into the DAW, or when the user chooses to convert explicitly written (not
generated) chord sequences (see Figure 4). This separation ensures that each microservice’s
performance is measured independently under realistic usage scenarios.

The tests were automated using a Python script that invoked the gateway’s generation
endpoint 100 times for each of the following song structures: A, AB, ABC, ABCD, iABCD,
and ivABCD. These structures were selected to cover all possible section types available
in the generative engine. Additionally, since the generated JSON data do not include
the full chord sequence for optimization purposes—only the structure and the chords
associated with each section—the ivABCD structure represents, in theory, the largest
possible data output.

For each target structure, we computed the minimum, maximum, mean, and standard
deviation (SD) of both the JSON response sizes and the processing times. These descriptive
statistics provide a concise characterization of the local performance of the generative
process. The results are summarized in Table 2 and illustrated in Figure 5. The mean and
standard deviation (SD) values are highlighted in bold to emphasize their statistical signifi-
cance, as they represent the central tendency and variability of the system’s performance
across structures. As shown in Table 2, the mean response size increases progressively with
the number of musical sections—from structure A to ivABCD—reflecting the expected
growth in data output as the harmonic complexity rises. However, despite this increase in
response size, the computation time remains relatively steady across structures, with only
moderate variation in both the mean and SD. This stability indicates that the generative pro-
cess scales efficiently with the structural complexity, maintaining responsiveness suitable
for real-time composition and DAW integration. By highlighting these statistical measures,
the table provides a clear understanding of the balance between the generative complexity
and performance consistency.

Table 2. Generative performance: descriptive statistics by structure.

Response Size (Bytes) Computation Time (ms)
Structure - -
Min Max Mean SD Min Max Mean SD

A 89 235 13542  24.80 726 1090  801.99  68.38
AB 35 331 221.29  44.53 661 1102 869.42  93.07
ABC 35 500 308.83  87.31 652 1111 874.88 113.70
ABCD 35 535 378.76  116.86 789 1082  915.77  85.04
iABCD 35 608 456.74  125.47 763 1048  857.66  69.65

ivABCD 35 767 545.43 217.52 779 1146 867.44  68.68
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A AB ABC ABCD iABCD ivABCD
Structure

Figure 5. Generative microservice performance by structure. The coordinates correspond to response
size (bytes) and computation time (ms) for each structure. Sample sizes are as reported in Table 2.

Table 3 summarizes the overall descriptive statistics for the JSON response sizes
produced by the Generative Microservice and their corresponding processing times. On av-
erage, the generative process requires slightly over 800 ms to complete, i.e., less than
one second.

Table 3. Generative performance: overall descriptive statistics.

Statistic Response Size (Bytes) Computation Time (ms)
Min 35 652

Max 767 1146

Mean 341.08 864.53

SD 182.87 90.77

For each target structure, we then computed the minimum, maximum, mean (average),
and standard deviation of both the MIDI response sizes and the processing times. These
descriptive statistics provide a concise characterization of the local performance for the MIDI
conversion process. The results are summarized in Table 4 and further illustrated in Figure 6.

Table 5 summarizes the overall descriptive statistics for the MIDI response sizes
produced by the Chords-to-MIDI Microservice and their corresponding processing times.
On average, the conversion process requires slightly over 1200 ms to complete, i.e., a little
bit more than one second.

Table 4. Chords-to-MIDI performance: descriptive statistics by structure.

Size (Bytes MIDI) Time (ms)
Structure - -
Min Max Mean SD Min Max Mean SD

A 35 1828 628.08 308.70 965 1797 1226.07 96.15
AB 35 2268 939.33 575.28 1161 1548 127497 64.91
ABC 35 2880 1312.96 890.36 1137 1485 1298.19  69.81
ABCD 35 3696 1664.24 1101.05 1128 1820 1328.12  95.83
iABCD 35 4000 1719.51 1341.83 1083 1580 1331.49 88.45

ivABCD 35 5020  1784.28 1859.69 1116 1786  1339.55 127.14

Table 5. Chords-to-MIDI performance: overall descriptive statistics.

Statistic Size (Bytes MIDI) Time (ms)
Min 35 965
Max 5020 1820
Mean 1322.24 1297.99

SD 1187.31 99.97
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A AB ABC ABCD iABCD ivABCD
Structure
Figure 6. Chords-to-MIDI microservice performance by structure. The coordinates correspond to

MIDI file size (bytes) and computation time (ms) for each structure. Sample sizes are as reported in
Table 4.

5.2. Cloud Network Simulation for Generative and Chords-to-MIDI Microservices

The end-to-end time required to process a chord progression request from the VST
plugin client to the cloud-hosted microservices can be expressed as

Tiotal = Tupload + Tcompute + Taownload + TRTT, (1)

where Tupload is the request transfer time, Tcompute the microservice computation time,
Tdownload the response transfer time, and Trrr the round-trip latency between client and
server. Since the request payloads are negligible compared to the response sizes, Typload
can be ignored. The main contributors are the computation time, round-trip latency,
and response transfer.

The response transfer time is given by

5 X 86 % 1000, @)

Tdownload (MS) = B x 106

where S is the response size in bytes, and B is the available bandwidth in Mbps.

5.2.1. Generative Microservice Performance

From Table 3, the mean response size is S = 341 bytes, and the mean computation
time is Tcompute = 865 ms. Considering the bandwidth scenarios in Table 6, the simulated
end-to-end times are reported in Table 7.

As observed, the network transfer time is negligible (sub-millisecond) even under low
bandwidth. The computation latency (652-1146 ms) is the dominant factor, with geographic
round-trip times (10-200 ms) being the only additional relevant overhead.

Table 6. Representative cloud bandwidth scenarios.

Scenario Bandwidth (Mbps)
Mobile (low-end) 3

Average broadband /4G 10

Good home internet 50
High-speed broadband 100

Data center/fiber 1000
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Table 7. Simulated end-to-end latency for generative service (mean response, no RTT).

Bandwidth (Mbps) T4ownload (MS) Tiota1 (mMs)
3 0.91 865.9
10 0.27 864.8
50 0.05 864.6
100 0.03 864.5
1000 0.003 864.5

5.2.2. Chords-to-MIDI Microservice Performance

From Table 5, the mean response size is S = 1322 bytes, and the mean computation

time is Tcompute = 1298 ms. The simulated end-to-end latencies are reported in Table 8.

Table 8. Simulated end-to-end latency for Chords-to-MIDI service (mean response, no RTT).

Bandwidth (Mbps) Taownload (MS) Tiotal (ms)
3 3.53 1301.5
10 1.06 1299.1
50 0.21 1298.2
100 0.11 1298.1
1000 0.011 1298.0

Here, the impact of the payload transfer is slightly more visible at very low bandwidths
(3 Mbps adds ~ 3.5 ms), but it remains negligible compared to the computation time
(965-1820 ms).

To illustrate the relative contribution of the transfer time to the overall latency, we
generated line plots for both microservices across representative bandwidth scenarios (3,
10, 50, 100, 1000 Mbps). Each plot shows the following:

*  Processing time (dashed line): the mean microservice computation time, constant
across bandwidths.

e Total time (solid line): the sum of the processing time and transfer time for each
bandwidth.

* Annotated labels: the numerical difference between the processing and total times
(i.e., the transfer time) is displayed above each point.

As shown in Figure 7, the total time line essentially overlaps with the processing time
line because the transfer time is extremely small (less than 1 ms at 3 Mbps). The annota-
tions above each point show the precise transfer time, confirming its negligible effect on
overall latency.

+0.909 . . . . .
me Generative Microservice: Processing vs Total Time

e —®- Processing Time
E Total Time
= 865.5 4 +0.273 ms
[
£ +0.055 ms +0.027 ms +0.003 ms
(=

865.0 Q- @ §——————== ——— ’

3 Mbps 10 Mbps 50 Mbps 100 Mbps 1000 Mbps

Figure 7. Generative microservice: line plot showing the processing time (dashed) and total time
(solid) across bandwidth scenarios. The coordinates correspond to time in milliseconds (ms). Small
annotations indicate the transfer time contribution, which is negligible compared to the process-
ing time.

Figure 8 shows the Chords-to-MIDI microservice, which has a larger output size
and slightly higher transfer times. Even at 3 Mbps, the transfer contributes only around
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3.5 ms to the total time (mean computation time 1298 ms), confirming that the service
is computation-bound.

Overall, these plots clearly demonstrate that, for both microservices, the transfer time
is negligible compared to the processing time across all realistic bandwidth scenarios.

+3.525 ms Chords-to-MIDI Microservice: Processing vs Total Time
=®=- Processing Time
—#— Total Time
058 ms
+0.212 ms. +0.106 ms +0.011 ms
gossmosossosses N Focoroas spem=sssoommoo -
3 Mbps 10 Mbps 50 Mbps 100 Mbps 1000 Mbps

Figure 8. Chords-to-MIDI microservice: line plot showing processing time (dashed) and total
time (solid) across bandwidth scenarios. The coordinates correspond to time in milliseconds (ms).
Annotated labels indicate transfer time, which remains minor compared to computation time.

5.3. VST Plugin Integration and Usability

The VST plugin was designed to seamlessly integrate into a standard DAW workflow,
allowing users to generate chord progressions and immediately utilize them as MIDI
data. As shown in Figure 9, the complete chord sequence generated by the plugin can be
dragged and dropped directly onto a MIDI track. Notably, the chords displayed in Figure 9
correspond exactly to the chord sequence presented in the plugin interface (cf. Figure 3),
ensuring a direct and transparent mapping from the GUI to the DAW.

Figure 9. Generated chords dragged directly from the VST plugin to a MIDI track in a DAW.

This functionality was implemented to provide an intuitive workflow, enabling com-
posers and producers to experiment with generated chord sequences in real time, directly
within their preferred DAW environment. Users can thus quickly audition, modify, and ar-
range the generated progressions without leaving the plugin interface, enhancing both
efficiency and creative flexibility.

6. Discussion

Generative VST plugins can operate either through cloud-based services or entirely
on local machines, each approach offering distinct benefits and trade-offs. Cloud-based
generative VSTs leverage powerful remote servers to handle complex computations, en-
abling highly sophisticated generative models without taxing the user’s CPU or memory.
They are ideal for collaborative workflows and quick access to updates and new features.
However, they rely on stable internet connections, can introduce latency, and may raise
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privacy concerns regarding user projects. Local-processing generative VSTs, in contrast,
run entirely on the user’s machine, providing low-latency performance and full data pri-
vacy, even offline. They are constrained, however, by the hardware’s computational limits,
which may restrict model complexity or real-time capabilities, and updates require manual

installation. Table 9 presents a comparison between the two approaches.

Table 9. Comparison of cloud-based vs. local-processing generative VST plugins.

Feature/Aspect

Cloud-Based Generative VSTs

Local-Processing Generative VSTs

Processing Location

Remote servers (cloud)

User’s local machine

Computational Power

High-leverages server-grade hardware

Limited by local CPU/GPU

Latency

Potential latency due to
network connection

Low latency, suitable for real-time
performance

Internet Requirement

Required

Not required

Data Privacy

Project data sent to cloud-potential
privacy concerns

Full control over data, secure offline
usage

Collaboration

Easier to share and collaborate remotely

Limited collaboration features

Updates/Model Improvements

Instant deployment of new features
and models

Manual updates needed

Cost

Often subscription-based

Usually one-time purchase,
hardware dependent

Scalability

Easy to scale for complex models

Limited by local hardware

The results presented in the previous sections highlight both the technical feasibility
and the practical implications of adopting a cloud-based modular microservices architecture
for generative music integration within a VST plugin. By decoupling core functionalities—
such as chord progression generation and MIDI conversion—into independent cloud and
local services, the system demonstrates scalability, flexibility, and ease of maintenance
compared to monolithic plugin designs. At the same time, the performance evaluations re-
vealed trade-offs between computational efficiency and network transfer overhead, raising
important considerations for real-world deployment in creative workflows. In this section,
we critically examine these findings, discussing the implications for latency-sensitive DAW
environments, usability for musicians and producers, and the potential of this approach to
inform future developments in generative audio technologies.

6.1. Modular Architecture and Maintainability

The adoption of a modular microservices architecture provides several distinct ad-
vantages over a monolithic design, particularly in terms of maintainability, scalability,
and system resilience. By decoupling the chord generation engine from the chord-to-MIDI
conversion microservice, each component can evolve independently, allowing targeted
optimizations, bug fixes, or feature extensions without introducing regressions into other
parts of the system. Furthermore, the introduction of a dedicated gateway microservice
introduces an additional layer of abstraction between the client and the backend services.
This gateway not only unifies access through a stable API but also enables seamless redi-
rection of requests to alternative or updated service instances. Such a design simplifies
maintenance, facilitates incremental updates, and allows controlled experimentation with
improved algorithms or service versions without disrupting user experience. As a result,
the architecture ensures both long-term sustainability and adaptability to future develop-
ments in generative music technologies.
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We employed two different programming languages across the backend services:
Java for the generative engine and Python for textual chords-to-MIDI translation. This
choice was made to demonstrate that the proposed architecture is language-agnostic, thus
enhancing modularity and flexibility. In principle, any other programming language could
have been adopted for the services without impacting the overall architecture. Moreover,
we leveraged an existing generative engine developed in Java from our previous work [18],
which further motivated this design decision. Python was selected in part to take advan-
tage of the rich ecosystem of music-related libraries, in particular music21 [28], which
greatly facilitated the chord-to-MIDI translation task. While using multiple languages can
introduce challenges, such as managing dependencies, ensuring interoperability, and main-
taining consistent deployment pipelines, modern containerization and service orchestration
technologies mitigate most of these issues, allowing heterogeneous components to coexist
seamlessly within the same architecture.

While the current generative engine focuses on jazz harmony, it is important to note
that the proposed microservices-based architecture is not limited to this genre. The same
system can be adapted to other musical styles with minimal modifications, such as adjusting
the API endpoints and replacing the generative engine with one tailored to the desired
genre. This flexibility highlights the generality of the architecture and its potential to
support multi-style generative music systems.

6.2. Commercial Integration Potential

In addition to the modular organization of the core microservices, the adoption of an
API key-based authentication mechanism combined with a dedicated database microser-
vice provides a solid foundation for deploying the proposed architecture in commercial
contexts. An API key system enables secure and controlled access to the generative services
by uniquely identifying and validating client applications, thereby preventing unautho-
rized usage and ensuring accountability. When integrated with a database microservice,
this approach facilitates the implementation of billing models and subscription-based access
control. The database can efficiently track client activity, usage statistics, and subscription
status, allowing the system to enforce restrictions based on plan type, quota, or payment
validity. Such a design not only supports flexible business models—ranging from freemium
to tiered subscriptions—but also enhances scalability by decoupling authentication and
account management from the generative and conversion services. Consequently, the archi-
tecture is not only technically robust but also commercially viable, ensuring that service
provision aligns with contractual and financial considerations while maintaining seamless
integration with client applications.

6.3. Server-Side Processing and Client Independence

Another important advantage of the proposed architecture lies in the server-side exe-
cution of both the generative processing and the chord-to-MIDI conversion tasks. By dele-
gating these computationally intensive processes to cloud-hosted microservices, the overall
performance and reliability of the system become independent of the client hardware
or local computing capabilities. This design choice ensures that users operating on less
powerful devices—such as entry-level laptops or even mobile platforms—can benefit from
the same high-quality and efficient generative output as those with high-performance work-
stations. Furthermore, centralizing the processing on the server side facilitates consistent
performance across heterogeneous client environments, eliminating discrepancies caused
by variations in hardware, operating system configurations, or background workloads.
This not only broadens the accessibility of the system to a wider user base but also enhances
maintainability and scalability, as performance optimizations and updates need only be
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applied once on the server infrastructure rather than distributed across all client machines.
In turn, this approach aligns with contemporary trends in cloud-based music production
tools, enabling professional-grade performance without imposing hardware constraints on
the end user.

6.4. Performance, Real-Time Usability, and Network Efficiency

Based on the performance evaluation presented in the previous section, the results
provide strong evidence that the proposed system achieves real-time usability within a dig-
ital audio workstation environment. The generative microservice demonstrated the ability
to produce complete song harmonies—i.e., entire chord sequences—in an average time
of approximately 800 ms, which falls within an acceptable range for real-time interaction
during composition. The chord-to-MIDI microservice exhibited an average execution time
of less than 1.5 s. Although this duration is perceptible to the user, it remains sufficiently
fast for the associated workflow, since the conversion and dragging of complete chord
progressions into a DAW track are not latency-critical tasks. While the observed latencies
are acceptable in the context of music composition and offline workflows, it is important
to emphasize that they remain unsuitable for live performance scenarios, where real-time
responsiveness is critical.

Furthermore, the results indicate that the overall system performance does not strongly
depend on network bandwidth or communication speed, since the adopted data struc-
tures were optimized to minimize transfer times, making the architecture resilient across
heterogeneous client environments. Both microservices are dominated by computation
rather than data transfer. The generative microservice produces very small responses
(tens to hundreds of bytes), making network transfer virtually irrelevant. The chords-
to-MIDI microservice produces larger outputs (hundreds to thousands of bytes), leading
to slightly higher network costs, but still minor compared to server-side computation.
In realistic deployments, round-trip times (RTT) of 10-200 ms are more significant than
bandwidth overheads.

To illustrate these aspects in practice, five demonstration videos (Videos 51-5S5) have
been submitted as Supplementary Material to this manuscript, showcasing the real-time
usability of the system within a DAW environment and its seamless integration into music
production workflows.

Regarding the API gateway, we do not anticipate significant performance issues,
since the gateway itself does not perform any computational processing but only routes
client requests to the appropriate services and returns their responses. The main potential
concern lies in data transfer scalability, particularly under high volumes of concurrent
requests. Nevertheless, this is a well-understood challenge in distributed architectures,
and established solutions such as load balancing and horizontal scaling of the gateway can
effectively mitigate such risks, ensuring reliable and efficient operation.

These findings empirically validate the core thesis of this work: a modular microservices-
based architecture can successfully integrate advanced generative music capabilities into
DAWSs while preserving usability and workflow continuity. In practical terms, the mea-
sured performance ensures that the system supports creative tasks without interrupting
the user’s compositional process, thereby demonstrating both technical feasibility and
musical practicality. Ultimately, this confirms that the proposed solution is not only tech-
nically sound but also user-friendly, making it suitable for real-world adoption in music
production contexts.
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6.5. Limitations and Future Work

A potential limitation of the proposed architecture concerns the handling of concurrent
requests, which are very likely to occur in realistic real-time usage scenarios. For instance,
simultaneous invocations of the generative microservice and the chord-to-MIDI conversion
microservice by multiple clients could lead to performance degradation if not properly
managed. Nevertheless, this limitation can be effectively mitigated with contemporary
cloud computing infrastructures, which support elastic service provisioning and automatic
scaling. Such capabilities allow computing resources to be dynamically allocated on de-
mand, thereby ensuring that performance remains consistent even under high concurrency
conditions. As future work, we plan to explore scalability using containerization, deploy-
ing multiple instances of each service concurrently. This setup would allow the system to
efficiently handle increased user demand while maintaining responsiveness and reliability,
providing empirical validation of its scalability.

Another limitation relates to latency sensitivity for live performance scenarios. While
the system demonstrates acceptable responsiveness for composition and DAW integration,
the measured generation time of approximately 800 ms for full chord sequences and the
1.5 s required for chord-to-MIDI conversion may be perceptible in interactive real-time
performance contexts. Future work could explore incremental or streaming generation
approaches that produce chord sequences progressively, thereby reducing the perceptual
latency for live use.

A further limitation concerns the generalization capabilities of the generative model.
The system may produce chord progressions biased toward the training dataset, limiting
stylistic diversity or adaptability to unusual harmonic contexts. Future research could inves-
tigate style-conditioning mechanisms, adaptive learning from user feedback, or integration
of multiple models to enhance versatility and creative control.

As a direction for future work, a systematic study of the architecture’s concurrent
resilience in a cloud-based implementation would be valuable. This would provide further
insights into the scalability of the system and its robustness in supporting professional,
large-scale, or commercial deployments.

7. Conclusions

This work demonstrates the feasibility and advantages of a modular microservices-
based architecture for integrating generative music capabilities into VST plugins. By sep-
arating core functionalities—such as chord progression generation and chord-to-MIDI
conversion—into independent services, the system achieves flexibility, maintainability,
and scalability that are difficult to attain in monolithic designs. The architecture supports
heterogeneous implementations, allowing different programming languages and tools to
coexist while remaining interoperable through well-defined APIs.

The performance evaluations indicate that the system is suitable for composition work-
flows within DAWSs, with latencies acceptable for creative production tasks. Server-side
processing ensures consistent performance across client hardware, broadening accessibility
for users with varied computing resources. Furthermore, the API gateway and database
microservice provide a foundation for secure, commercially viable deployment, supporting
subscription models and controlled access.

While current limitations include perceptible latency in live performance contexts and
potential constraints under high concurrency, these challenges can be addressed through
scalable cloud infrastructures, streaming generation techniques, and optimized resource
provisioning. The architecture is also adaptable to multiple musical genres, demonstrating
its generality and potential for broader applications in generative music.



Future Internet 2025, 17, 469

24 of 26

References

Overall, the proposed system combines technical robustness, workflow usability,
and commercial readiness, offering a practical approach for bringing advanced generative
music tools to modern music production environments. Future work will focus on enhanc-
ing the scalability, reducing the latency for live performance, and improving the stylistic
versatility of the generative models.
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DB Database

GUI Graphical User Interface

HTTP Hypertext Transfer Protocol

JSON JavaScript Object Notation

JUCE Audio plugin development framework
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RDBMS  Relational Database Management System
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